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ABSTRACT 
Distributed database plays a vital role in day 
to day life because in the present era, business 
environment is increasing at very fast rate so 
our basic desire is to get reliable information 
from any source. Since our database is 
distributed, means data is located at different 
geographical locations and finally helps to 
easily access our valuable & precious data. 
We propose an architecture that integrates 
cloud database services with data integrity 
and the possibility of executing concurrent 
operations on encrypted data. It is the solution 
supporting geographically distributed clients 
to connect directly to an encrypted cloud 
database, and to execute the concurrent and 
the independent operations including those 
modifying the database structure. Distributed 
database is the emerging technique which 
focuses on concurrency control and security 
issues under this distributed database. In this 
research work, data security is enhanced by 
using NTRU (N-th degree Truncated 
polynomial Ring Unit or Number Theory 
Research Unit) asymmetric key algorithm in 
which the different keys are used for 
encryption of plaintext and decryption of 
ciphertext. These keys are named as public 
and private keys. NTRU being fast and secure 
hashing algorithm which will provide more 
security to the system, in terms of throughput 
and their processing speed. Its main 
characteristics are the low memory and 
computational requirements as providing a 
high security level. It is a very well-organized 

public-key cryptosystem. MD5 hash function 
is also used for checking data integrity during 
the authentication process. 
Keywords: Distributed database, Cloud 
database, Concurrency control, NTRU, 
Security, MD5 hash function, Encryption, 
Decryption. 

I.  INTRODUCTION 
A distributed database is defined as a database in 
which the storage devices are not all connected 
to a common processing unit such as CPU, 
controlled by a distributed database management 
system. It may be stored in multiple computers, 
located in the same physical location or may be 
dispersed over the network of interconnected 
computers. The distributed database system 
consists of the loosely coupled sites that will 
share no physical components. The system 
administrators can distribute the collections of 
data across the multiple physical locations. A 
distributed database can reside on the network 
servers on Internet or on the other company 
networks because they store the data across the 
multiple computers, the distributed databases 
can improve performance at end-user worksites.  

 

Figure 1.1: Distributed Database Systems [10] 
In Figure1.1 of distributed database their present 
three sites with their respective databases, all of 
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these are connected through the means of 
computer network. Distributed database has 
many benefits due to which it is widely used in 
business organization because main factor which 
it includes is performance.  
Cloud database management system (CDBMS) 
is defined as the distributed database that 
delivers a query service across multiple 
distributed database nodes located in the multiple 
geographically-distributed data centers, both 
corporate with the cloud data centers. Database 
accessible to the clients from the cloud will be 
delivered to the users on demand via Internet 
from a cloud database provider's servers.  
But Security of distributed database system is 
main issue. There are various encryption 
algorithms used for security of data packets or 
files send from a one system to other system on 
Distributed Network. Encryption is a process of 
converting information in hidden form. So that it 
is intelligible only to someone who knows how 
to decrypt it. In an encryption scheme, the 
message or information (referred to as plaintext) 
is encrypted using an encryption algorithm, 
turning it into an unreadable ciphertext. This is 
usually done with the use of an encryption key, 
which specifies how the message is to be 
encoded. In our work, Encryption and 
Decryption of data over distributed network have 
been performed by using NTRU encryption 
algorithm. In our work we also implemented the 
MD5 hash function which is used for checking 
the data integrity during the authentication 
process so that only the authorized user can 
access the distributed database system.  
 

II. RELATED WORK 
In literature reviewed, several researchers have 
shown their interest in evaluating and presenting 
performance of different encryption algorithms. 
There are number of conclusions which have 
been made with regard to the performance of 
encryption algorithm in terms of encryption 
time, decryption time and authentication time. 
Bhullar et al. [4], addressed that the Distributed 
database is the emerging technique that plays an 
important role, in day to day life, so we focus on 
concurrency control and security issues under 
this distributed database. In this paper we are 
going to analyze the NTRU algorithm, based 
Encryption decryption technique for security to 
Distributed Database System.  
Ferretti et al. [5], revealed that placing critical 
data in the hands of a cloud provider should 

come with guarantee of security and availability 
for data at rest, and  in motion. Some alternatives 
exist for the storage services, while the data 
confidentiality solutions for the database as a 
service paradigm are still immature. It describes 
the architecture that integrates cloud database 
services with data confidentiality and the 
possibility of executing the concurrent 
operations on encrypted data.  
Li J. et al. [16], informed that data de-duplication 
is a technique for eliminating duplicate copies of 
data, and has been widely used in cloud storage 
to reduce storage space and upload bandwidth. 
However, there is only one copy for each file 
stored in cloud even if such a file is owned by a 
huge number of users. As a result, de-duplication 
system improves storage utilization while 
reducing reliability. Furthermore, the challenge 
of privacy for sensitive data also arises when 
they are outsourced by users to cloud. Aiming to 
address the above security challenges, this paper 
makes the first attempt to formalize the notion of 
distributed reliable de-duplication system by 
using ramp secret sharing scheme. 
Mekala et al. [18], described that cloud 
computing is one of the most increasing one with 
the increase number of cloud users. In today’s 
environment every user wants to access their 
data at any time and at anywhere. In an 
organization they store the data only on their 
computers, if they want their data during the  
roaming situation means it is not possible one to 
carry the data at every time, this is a difficult 
factors for an organization. The Cloud 
computing can address this problem by 
providing data storage mechanism to access the 
data at anywhere.  
Mote et al [20], said  about the data encryption 
algorithm, this algorithm play important role in 
encrypting and decrypting the data there are 
present various types of the algorithm that are 
AES, DES, Triple DES, NTRU, and each of 
these algorithm have their specific role in day to 
day life. The two main characteristics that 
identify and differentiate one encryption 
algorithm from another are its ability to secure 
the protected data against attacks by hackers and 
its speed and efficiency.  
Ranjan R. et al. [21], stated the description of 
NTRU cryptosystem, its analysis and some 
needed improvement in it for the network 
security. Their research proved that improved 
NTRU algorithm works better than existing 
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NTRU because it encrypts and decrypts the large 
files quickly. 
Wang et al. [26], stated that due to its simplicity, 
portability and robustness, two-factor 
authentication has received much interest in the 
past two decades. Security-related issues have 
been well studied. Kim–Kim presented an 
efficient two-factor authentication scheme that 
attempts to provide user anonymity and to guard 
against various known attacks, offering many 
merits over existing works. However, in this 
paper we shall show that user privacy of Kim–
Kim’s scheme is achieved. As the main 
contribution, an enhanced scheme with provable 
security is suggested. 
 

III. OVERVIEW OF NTRU 
ALGORITHM 

NTRU (N-th degree Truncated polynomial Ring 
Unit) is an open source and patented public-key 
cryptosystem which uses lattice-based 
cryptography for encryption and decryption of 
files. The two keys used in this algorithm are: 
public key and private key. The key is used for 
the encryption is Public Key or to verify the 
digital signature but private key is used for 
decryption or to create digital signature, as 
shown in Figure 3. [10] 

Figure 3 Working of NTRU algorithm 
It is based on polynomial arithmetic; therefore it 
provides very fast computation for the 
encryption and decryption of the message. 
NTRU has less complexity. The operations are 
based on objects that are in a polynomial ring: 

R = Z [X] / (  -1) 
The polynomials, present in the ring have integer 
coefficients and degree N – 1: 
a =  +  X+    + ….. +    + 

  
Actually the NTRU is a parameterized family of 
cryptosystems; in which each system is defined 
by three parameters (N, p, q ), which represents 

the maximum degree N-1 for all of the 
polynomials in the ring R, small and large 
modulus respectively, N is assumed as prime, 
where p and q are co-prime. Suppose f, g, r, e, 
and a are all ring polynomials. 
A. Key Generation: NTRU involves a public key 
and a private key. The public key is used for 
encrypting message and can be known to 
everyone. Messages encrypted with this key can 
only be decrypted in a reasonable amount of time 
using the private key.  
B. Encryption: For encryption of a plaintext 
message m ɛ R 
using h as the public key, Alice chooses a 
random element r ɛ R and creates the cipher text: 

e ≡ r * h+ m (mod q) 
C. Decryption: For decryption of the cipher text 
e using the f as a private key, Bob firstly 
computes the value: 

a ≡ f * e (mod q) 
Bob then selects a ɛ R to satisfy this congruence 
and to lie in a certain pre-specified subset of R. 
He next does the mod p computation fq-1 * a 
(mod p) and the value he calculates is equal to m 
modulo p [11]. The main characteristics of 
NTRU algorithm are low computational and 
memory requirements for providing a high level 
security. In this algorithm the difficulty is faced 
during the factorization of the polynomials into 
two different polynomials having very less 
coefficients [12]. NTRU is a widely usable, well-
accomplished and promising cryptosystem. 
 

IV. PROPOSED WORK 
In Existing work, RSSS (Ramp Secret Sharing 
Scheme) was implemented for Secure 
Distributed Deduplication Systems with 
Improved Reliability. The shares of a file are 
shared across multiple cloud storage servers in a 
secure way. But the time taken for encryption 
and decryption of file using this scheme is more 
due to which some problems may occur related 
to the security of file sharing on distributed 
network .To overcome it NTRU algorithm is 
used in this research work. In the previous work 
SHA1 hash function is used for checking 
integrity and consistency of data during 
authentication process but now in this work we 
have implemented the MD5 hash function which 
is less time consuming and more secure. 
The first objective of proposed work is to 
develop a secure distributed database so that only 
the authorized user can access the database for 
uploading and downloading file on distributed 
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network. The next objective is to keep the track 
of every user who has done log in, during 

tracking it will keep the record of date, time and 
IP address of the user who has performed the 
login operation so that we can find any 
vulnerability. The last objective is to securely 
sharing file on distributed network from user to 
main server and main server to another disturbed 
database servers.  
 

V.  METHODOLOGY USED 
The research is focused on the implementation of 
an algorithm that provides a better security by 
using combination of NTRU algorithm and MD5 

hash function. So the distributed databases are 
more protected from adversaries. The main 
design for such approach is as following:   

1. The methodology of the work will 
require the implementation of MD5 hash 
function which is used for authentication 
purpose and NTRU algorithm which is 
used to provide security for uploading, 
downloading document and then this 
algorithm will perform their encryption 
and decryption of text document. 

2. Use java platform to implement 
algorithm. 

3. Calculated and analyzed these 
parameters which are described as: 
Encryption time, Decryption time and 
Authentication time. 

The implementation of the proposed research 
work goes through various steps which are 
described as following and shown in Figure 5.1. 
Step 1: Activation of Wamp Server and 
NetBeans IDE the very first step of the proposed 
work is to run the Wamp server which is used as 
backend to store the database and Netbeans IDE 
as a front end where algorithms are implemented 
in java language. 
Step 2: Initiate the Servers In this phase, we 
have to initiate all the servers that are used to 
process the user requests. 
Step 3: User Registration and User Login In 
this, if the user is registered then he/she can login 
in order to see user’s request and user can login 
for sending the request otherwise he has to do 
registration first. 
Step 4: MAC address comparison for the 
authentication of the valid user during login 
process the MAC address of the system is 
compared which is stored as encrypted way in 
the database. If it is matched then further 
operations are performed otherwise not. It shows 
the MAC address blocked message or invalid 
username-password message. 

Figure 5.1 Flow Chart of Proposed Work 
 
Step 5: Perform Different operation during 
this phase different operations are performed as 
view logon user, all user profile, intruder log and 
upload a file. The intruder log keep the record of 
intruder party details as record of MAC Address, 
User name, Password, IP Address, Date and 
Time. 
Step 6: Upload File this phase includes the 
uploading of file by the user, which is to be 
encrypted and stored in the database server. 
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Server receives the file and generates a unique 
key. 
Step 7: Encryption of File this phase includes 
the encryption of the file uploaded by the user 
with help of encryption /decryption algorithm i.e. 
NTRU algorithm. Then, the encrypted file is 
stored in the database as shown in Figure 5.2 and 
Figure 5.3. 

 
Figure 5.2 Before the Encryption 

 

 
Figure 5.3 After the Encryption 

 
Step 8: Decryption of File this phase include the 
decryption of the file using NTRU that is stored 
in the database and should be downloaded by the 
user. 
Step 9: Detailed report generated this phase 
generates the report of the whole work .It 
represents the authentication time taken and the 
time taken for the encryption and decryption of 
file while sharing on distributed database system. 
Final results are validated. The given results are 
analyzed and provide the conclusion on the basis 
of results obtained. 

VI. RESULTS AND DISCUSSION 
The system designed consists of basic 
parameter which are described as following: 

 Encryption Time It is defined as the system 
time which is used to encrypt plaintext into 
cipher text. 

 Decryption Time It is the system time taken 
to decrypt cipher text to its corresponding 
message. 

 Authentication time It is the time taken to 
check the consistency of data related to user 
login process. 

The main idea behind using cryptographic 
algorithm is defense provided to the data being 
transferred across an un-trusted link. The 
adaption of any encryption algorithm depends 
upon the tradeoff between security and speed. If 
an algorithm offers great speed with greater 
protection against vulnerable attacks then it is 
widely accepted. Cryptosystems used the 
concept of block encryption suffered from the 
problem of producing the same output for same 
input and same encoding key which make them 
vulnerable to replay attacks. However, a stream 
cipher suffers from speed issue as they take a lot 
of time for execution. In order to do performance 
analysis different metrics will be considered to 
evaluate the performance of proposed algorithm. 
The main focus of our research study is on to 
increase the security of file sharing in distributed 
database network and reducing the time taken for 
authentication process. This is done by applying 
NTRU algorithm and MD5 hash function. The 
main parameters of our research are encryption, 
decryption and authentication time. In the 
existing Ramp Secret Sharing Scheme technique 
the time taken for encryption and decryption of 
data is more. In this we show the comparison of 
existing and proposed technique by different 
graphs.  
Table No. 6.1 Calculated parameters of 
Proposed Work 

S.
no
. 

Fil
e 
Siz
e 

Encrypt
ion 
Time 

Decrypt
ion 
Time 

Authenti
cation 
time 

1 4K
b 

19.563µ
sec 

26.727µ
sec 

0.559µse
c 

2 4M
b 

21058.8
26µsec 

26473.9
53µsec 

0.559µse
c 

3 10
Mb

63097.5
66µsec 

79322.6
54µsec 

0.559µse
c 

The above shown Table No.6.1 describes the 
output of proposed work of each operation 
performed on different files of size 4Kb, 4Mb, 
and 10Mb. 
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Table No. 6.2 Calculated parameters of 
Existing Work 

S.n
o. 

File 
Siz
e 

Encryp
tion 
Time 

Decryp
tion 
Time 

Authentic
ation time 

1 4K
b 

25.196µ
sec 

32.727µ
sec 

0.756µsec 

2 4M
b 

30000µ
sec 

34000µ
sec 

0.756µsec 

3 10
Mb 

68000µ
sec 

85000µ
sec 

0.756µsec 

The above shown Table No.6.2 describes the 
output of existing system of each operation 
performed on different files of size 4Kb, 4Mb, 
and 10Mb. 
 
Figure 6.1 to Figure 6.5 shows the graphical 
representation of proposed work of each output 
of different files of different sizes and its 
comparison with the existing system.    

Figure 6.1 Performance evaluation of authentication time with MD5 and SHA1. 

In Figure 6.1, the performance evaluation of 
authentication time using MD5 and SHA1 
algorithms is shown. By using MD5 algorithm in 

our research work the authentication time value 
is 0.559µsec and with SHA1 algorithm in the 
previous research work its value is 0.756µsec. 

 

Figure 6.2 Performance evaluation of encryption time with NTRU and RSSS for 4Kb file size. 

In Figure 6.2, the performance evaluation of 
encryption time using NTRU algorithm and 
RSSS scheme for 4Kb data file is shown. By 
using NTRU algorithm in our research work the 

encryption time value is 19.563µsec and with 
RSSS scheme in the previous research work its 
value is 25.196µsec for 4Kb file size. 

 

19.563µsec

25.196µsec 

0.559µsec

0.756µsec
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Figure 6.3 Performance evaluation of decryption time with NTRU and RSSS for 4Kb file size. 

In Figure 6.3, the performance evaluation of 
decryption time using NTRU algorithm and 
RSSS scheme for 4Kb data file is shown. By 
using NTRU algorithm in our research work the 

encryption time value is 26.727µsec and with 
RSSS scheme in the previous research work its 
value is 32.727µsec for 4Kb file size. 

 

Figure 6.4 Performance evaluation of encryption time with NTRU and RSSS for 4Mb file size. 

In Figure 6.4, the performance evaluation of 
encryption time using NTRU algorithm and 
RSSS scheme for 4Mb data file is shown. By 
using NTRU algorithm in our research work the 
encryption time value is 21058.826 µsec and 
with RSSS scheme in the previous research work 
its value is 30000µsec for 4Mb file size. 

 

 

 

Figure 6.5 Performance evaluation of decryption time with NTRU and RSSS for 4Mb file size. 

26.727µsec

32.727µsec 

21058.826 µsec 

30000µsec 
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In Figure 6.5, the performance evaluation of 
decryption time using NTRU algorithm and 
RSSS scheme for 4Mb data file is shown. By 
using NTRU algorithm in our research work the 

encryption time value is 26473.953 µsec and 
with RSSS scheme in the previous research work 
its value is 34000 µsec for 4Mb file size. 

Hence it is shown that proposed work represents 
the more secure distributed database 
communication than the existing systems, this is 
because NTRU algorithm’s speed is quite fast 
and it is more secure for file sharing purpose. The 
encryption and decryption time of NTRU 
algorithm is less than that of RSSS.  
 
7. CONCLUSION AND FUTURE SCOPE 
Now-a-days security has become one of the most 
important aspects in every field. Each 
information should be secured as any changes in 
information leads to very serious problem. Data 
should be secured from malicious attacks and 
unauthorized access. 
In this research we mainly deal with the 
distributed database communication, and solved 
the concurrency control and security related 
problems. Security plays important role in this 
work as to protect our sensitive information from 
the unauthorized user. This dissertation has 
implemented the NTRU algorithm in net beans. 
In this research we have studied the existing 
Ramp Secret Sharing Scheme used for 
encryption and decryption of data and to improve 
the reliability of distributed de-duplication 
system. But there are some limitations of existing 
RSSS technique to overcome the limitations of 
existing technique NTRU algorithm is used. 
With the help of this research we analyzed the 
results for the authentication purpose by using 
MD5 hash function and compare it with the 

parameters of existing system using SHA1. The 
proposed technique requires less time for 
encryption and decryption of data while sharing 
the files in distributed database system and also 
takes less time for authentication purpose. 
In the area of security, research area of 
distributed database security is very wide. 
Security is required in military, banking and 
radio or satellite communication. The future 
scope of our work  

1) Implementation for audio, video and .exe 
(executable) files. 

2) Usage for window smart phone. 
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