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Abstract— In law examples like surveillance
and forensics video is presented as proof.
Because of that it is extreme importance to
establish the validity and dependability of the
video data. Since the H.264 / AVC-based
video products are becoming increasingly
popular, are issues of copyright protection
and authentication that are appropriate for
this very important standard. Here in this
dissertation different techniques for video
authentication are studied. Here different
types of spatial and temporal tampering
attacks are considered for video and to check
authenticity of video intelligent technique like
SVM based machine learning is used to
identify temporal attacks like frame adding,
frame removing etc. For authentication
different parameters are studied for video
like PSNR, NC, BER.

Keywords—watermarking, authentication,
embedding, extracting, DWT, DCT, DFT,
H.264/AVC, SVM, SVD

l. INTRODUCTION

Today in multimedia creation and delivery
from authoring content provider to the receivers
everything seems to be digital. The benefits of
digital processing and distribution, example
transmission without noise, software in place of
hardware processing and superior re-
configurability of systems, are well recognized
and obvious. But distribution of digital media is
main disadvantage. For example, in terms of
media generators and content providers, the
opportunity ~ of infinite  replication  of
computerized data without loss of loyalty is not
desirable for the reason that it tends to substantial
economic losses. Digital copy or copy protection,
since access to plain text versions of protected

data must be a minimum estimate of the receiver,
which then produce and distribute illegal copies
are issued, it may be of limited value. In actuality
tries of preventing copy are always get bypass.

Another method of protecting intellectual
property rights (IPR) is the embedding of digital
watermarks in the multimedia data. The
watermark is a computerized code unsolvable,
robust, and imperceptibly implanted in the host
information and for the most part contains data
about the starting point, status and target of the
information. Although unutilized specifically for
copy safety, it can help identify the starting place
and ending point of multimedia information and
as a "last line of defense", allow proper
proceedings in case of doubt of copyright
violation.

Although copyright protection is the mainly
popular application of watermarking techniques,
there are other, plus data validation means fragile
watermarks that impaired or damaged by
manipulations implanted transfer of worth added
services in the multimedia data, and embedded
data identification for purposes other than
protection of copyright, some example tracking
and monitoring of data. An illustration of a data
monitoring system is the automatic registration
and monitoring of radio broadcasting, to
automatically pay the royalties the IPR owner of
the broadcast data.

The progress of watermarking methods has
some of the design compromises. Watermark
should be robust. It is compared with standard
data manoeuvring, including digital-to-analog
conversion and digital format conversion.
Security is a particular concern, and watermark
should withstand attack attempts by competent
persons. On the second note watermark should
not be perceptible and as many information as it
can. Generally watermark embedding and
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recovery should have little complication, since
for a variety of applications, a synchronized
watermark is popular.

A. Requirement of Digital Watermarking

1) A watermark will transmit to great extent
information possible, which means that the
watermark data should have high data rate.
2) A watermark should be generally kept
undisclosed and accessible only by sanctioned
person. This necessity is known as watermark
security and it is typically achieved by using
cryptographic keys.
3) Including all signal processing that can
happen and how unauthorized person try to
change a watermark is in the host data is stayed
with it. This scheme is known to watermark
robustness. It is an important prerequisite for
protection of data or access control applications,
but also applications for which the watermarks
are not essential to cryptographically sure, for
illustration, applications where watermark
transmit the information to the public less
important.

4) A watermark should however as non-

removable, are imperceptible.

This fundamental set of needs may be
supplemented with extra needs depending on
media in which watermark is to be embedded
and the application.

1) Watermark recovery may or may not get
approved to employ unwatermarked original
host data.

2) Based on purpose watermark embedding
like video fingerprinting may require
concurrent example. Embedding in real may
need compressed domain embedding
techniques for complication reasons.

3) Depending on use watermark is needed to be
capable to transmit random information.
While in different applications just some
predefined watermarks must be installed and
for disentangling it might be adequate to
verify vicinity of one of the predefined
watermarks.

According to 61 some of these desires and the

consequential design issues will be painted in

greater detail.

1) Watermark Security and Keys: If the

security, that is, confidentiality of the embedded

information is essential, for embedding and
extraction one or more than one secure keys are
used. For example, in lots of systems, pseudo-
random signals are embedded as a watermark. In

this situation, the description and the seeds of the
pseudo-random number generator are used as
keys. Here two security levels are used. Users
which are not authorized can’t decode embedded
watermark in the first stage, but can know
whether it have watermark. Now in second level
users which are not authorized can’t sense that
data have watermark or not however the
embedded data can’t be read without secret key.
Here systems embed two watermarks one with
public key and other with secret key. On the
other hand, a scheme was introduced that use
combined public key with a private key, and
embeds it instead of multiple watermarks. There
are some issues such as generation of secret key,
distribution and management needs to consider
as well as other aspects of system integration.

2) Robustness:  When  making any
watermarking algorithm robustness is the main
issue because robustness introduced again by
standard data processing and data attacks
distortion is an important prerequisite. Standard
Data Processing includes all data manipulation
and modifications that the data could in the
normal distribution chain to undergo, such as
data processing, printing, enlargement and
format conversion. "Attack” is the data
manipulation with the purpose of affecting,
disrupting or removing the embedded
watermark. Although it is possible to design
robust watermark method, it should be noted that
a watermark is only robust, as long as it is
private, the as long as they will not be of anyone
reading device.

3) Imperceptibility: Perceptual clearness in
important requirement of watermarking. The
embedding procedure must not launch artifacts
in host data which are noticeable by viewer. On
the other part, it is important that watermark
amplitude is as high as promising for good
robustness. Thus, there is always trade-off
between imperceptibility and robustness in
construction  of  watermarking  method.
Normally, watermark should be embedded just
below some threshold so that no one can notice
its presence. However, for genuine image, video
and audio signals it is hard to find such threshold
value.

4) Watermark Recovery With or Without the
Original Data: In watermark recovery if the
original unwatermarked data is available then
recovery generally becomes more robust. Also
easy use of new data set in recovery process the
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finding of distortion that alter geometry of the
data. For example, if watermarked image has
been rotated by an assailant this thing will help.
However in some application such as data
monitoring and data tracking right to use to the
unique data is impossible in every cases. In
video watermarking because of the large volume
of data it is not practically good to use the
original data even though it is available.

However for watermark extraction we can make
techniques which do not require the original
data. Some kind of modulations is performed in
most watermarking techniques in which the
distorted novel data set is considered. If we
know this distortion or in recovery process if it
can be modelled, clearly planned techniques
permit its control without facts of the original. In
fact, in most current methods there is no need of
the original data for recovery.

B. Basic principle of watermarking

The basic idea of watermarking is to embed a
watermark signal into the host data that is to be
watermarked such that the watermark signal is
unremarkable and secure in the mixture of signal
but later on it can partly or fully be recovered
from the signal mixture if the proper
cryptographically secure key for recovery is
used.

Watermark embedding process is shown below in Fig.1

watermark

A 4

Digital 1y Watermarked
Watermarking data

Data

Secret or public key

Figure 1 watermark embedding processt®!

Figure 2 watermark extraction process®!

Watermark and/or original
image image

Attack Oﬁgi’lﬂl Key

I
4 Video K

7 The Watemarked |y The Extracted Watemark
L P o HSym

System

Figure 3 principle of video watermarking [l

B. Video watermarking Characteristics

Video watermarking not only contain the
features of image watermarking but also posses
its own features 4],

e High real-time. Video that is three
dimensional has more quantity of data than
the image. So there is large computation
quality and it requires large time for
embedding/extracting. Using video
compression standard such as VLC code
word, motion vector coding are efficient
algorithm for the procession of embedding.

e Random detection. This means that we can
detect the watermark in video in any position
not the place according to the video
playback.

e The combination of video codec standard.
In storage or transmission video is in
compressed formats, so without specific
video codec standard research  of
information hiding technology can’t do
anything.  Video information hiding
technology can accomplish the real time
requirement combining with encoding and
decoding standard.

e Enhanced robustness. This means that the
scheme of video watermarking must
guarantee that it can oppose almost all kind
of attacks or processing.

e Blind detection scheme. If the detection
scheme is Non-blind that it will require the

Digital
Watermarked data

[O—> Watermarking —>
LI VIDC W/

imaae

®

Watermark

original data in extraction. But it is not very

convenient to use the original data which is

Secret or public key pr_l.nal.p.l.e._f

rmere—are umee. fundamentals part of total
digital watermarking system [I: generation of
watermark, embedding of watermark and
extraction/detection of watermark. In Figure 3
Block diagram for embedding and extraction of

watermark is shown:

so large. While detection scheme of Blind
type does not require any original data in
extraction.

C. Video watermarking model

There are three types of solution for video
watermarking algorithm based on the strategy of
embedding [“5:
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1) The uncompressed video i.e. original
video
2) video codec
3) The compressed video.
The type of the solution is shown in the figure 4.

Orgial =
Video

Embed 1 Embed 3| |Imbedj | r.‘ﬂlrm:l 3

mmg”}ﬂ;—| Rem;'lstirution]

Extract 1 ‘

|I.‘(Iracl2 |

Figure 4 video watermarking model [l

The uncompressed videol: In this type of
video watermarking embedding of watermark is
done directly into the original video sequence
and then the encoding of watermark containing
video is done. Here the advantage of
watermarking technology of still image and
combination with the structural characteristics
of video frames makes the solution of video
watermarking. The benefit of this watermarking
algorithm is it is comparatively mature. We can
apply methods like spread spectrum, the human
vision model, image adaptive watermarking
irreversible, synchronous detection mechanism
to this video watermarking system. But the
demerit of solution is video bit rate will be
increased and it will effect video rate of
constancy; and watermark may get lost after the
compression and encoding of the video data. If
the video is in compressed form than first we
have to decode it and then after embedding
watermark re-encoding of video has to be done.
But with this process complexity will get
increase and the quality of video will get
decreased.

Solution based on video codec!: In encoder
embedding and detection module for
watermarking are introduced. There are video
compression standards like 1SO / IEC of MPEG-
1, MPEG-2, MPEG-4 and ITU-T of H. 261, H.
263, etc in today’s life. Block based transform
coding and motion compensation prediction
coding are the fundamental idea. Here the
embedding is done in encoding phase of video.
Characteristics of encoded data and principle of
video data compression like transformation to
the spatial redundancy, quantization and entropy
coding, the motion compensation, motion
estimation, etc are used here. The real time
processing of watermark embedding and

extracting is simple to achieve. The relative
simple process of watermark embedding in the
transform domain coefficient does not increase
the bit rate of video; also we can make
watermarking algorithm for multiple attacks,
because embedding of watermark is done in
transform domain and it is combined with the
encoding process. GOP error accumulation is
occurred because we need to modify the encoder
and decoder and also the video codec in unable
to perform common embedding and detection of
watermark.

The compressed domain videol™: In this
solution watermark is embedded straight into the
compressed encoded bit stream of video. Here
there is no requirement of decoding and re-
encoding of video which is the advantages of
this solution and because of that it will not
degrade the video quality and there is low
computation complexity. Here disadvantage is
the bit-rate of compressed video constrain the
size of watermark to be embedded. Error in
video decoder will limit the strength of the
watermark and the coding standard and the video
compression algorithm will constrain the
strategy of embedding. The computational
complexity is low and rate of watermark
embedded is high. But the capability to deal with
channel interference is poor which is the
disadvantage; by adding random bits in the VLC
code using same algorithm can destroy the
watermark; extraction of watermark will also get
effected of traditional filtering, re-sampling and
time-domain scaling processing.

D. Algorithm of video watermarking

Spatial
domain

Original
video

Frequency

domain DFT

Video

DCT

coefficient

Motion
vector

Compressed

video SvD

Inter-frame
correlation

Figure 5 video watermarking algorithms 4!

Other than all this technique one technique is
intelligent technique which is machine learning
based technique in which the different classifiers
(like SVM, NN etc.) are used to train the
network first and after the network is trained it
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will provide whether the video is tampered or
not. This technique is more suitable for temporal
tampering like frame removal, frame dropping
and frame shifting which is discussed in section
I"i.

11l. VIDEO TAMPERING ATTACKS

To change the content of video data there are
several attacks are performed. Video data is the
collection of consecutive frames with temporal
or time dependency which is viewed in a three
dimensional plane. This is known as the regional
property of the video sequences. If malicious
changes on video sequence is applied it can
either attacks on the content of data like frames
of video presenting visual information, or
executed attacks on the temporal or time
dependency within the frames. Therefore video
tampering attacks are classified in three types
based on the regional property of the video
sequences: attacks of spatial tampering, attacks
of temporal tampering and the combination of
these two, attacks of spatio-temporal tampering

A. Attacks of Spatial Tampering®

Tampering
Attacks

Object Object Object
Removal Addition Modificatio
Attack Attack n Attack

——t— | e——

[ Y
Attack On Attack on Attack On Attack on
Atmckion Ao Foreground | Background Foreground Background
Object Object Object Object

Foreground Background
Figure 6 different spatial tampering attacks [

Object Object

B. Object removal attack

In this type of attack in [°, the objects of the
frames are removed from the frame by some
technique. This type of attack is often carried out
where a specific person wants hide his/her
presence in particular sequence of frames. This
attack can be carried out with two types of
objects, object in the foreground and object in
background.

Figure 7 object removal attack [

C. Object addition attack

In this type attack in ¥], an object is added in
a frame or in a series of frames, than this kind of
manipulation is known as content or object
addition attack. It can also be carried with both
kinds of objects, objects in foreground and
objects in background.

| = |
Figure 8 object addition attack [

D. Object modification attack

In this type of attack in ¥, an existing object
of the frame(s) modified in such a way that the
existing identity of that object are lost, and a new
appearance of object is obtained that is totally
changed from the original object. Like example,
the size and shape of the existing object to be
changed, which may be to alter or discolour the
color of object, and using additional effect of the
nature of the subject and its relation with other
object also be changed.

E. Temporal tampering

In this type the manipulation with the
sequence of frame is performed. The
concentration is on the time dependency.
Temporal manipulation attacks are mainly based
the temporal sequence of visual information
captured from video recording device. Frame
addition, frame removal and frame shuffling or
rearranging are the common attacks in this type
of tampering.

F. Frame addition attack

In this type of attack as shown in figure 9
another frame is added in between the original
video frames at some random position.

Added Frama

Figure 9 frame addition attack [°!

Frame 819

G. Frame removal attack

In this type of attack as shown in figure 10
frames from the video sequence are removed
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intentionally from particular place to the fixed
place or can be removed from various locations.
Often this type of manipulation attack on video
surveillance in which an attacker wants to
remove his/her presence at all.

Figure 13 plot of original frame, watermark

Figure 10 frame removal attack [*! image and watermarked frame for akiyo video
sequences
H. Frame shuffling attack Table 1effect of alpha on PSNR
In this type of attack as shown in figure 13 Fra | PSNR for | PSNR | PSNR
position of frames are changed from its original me | alpha=0.0 for for
place in a way that correct frame are mixed with 1 ' alpha | alpha=0
this and compared to original video it will -0.2 5
produce false information. 1 64.6296 38.61 30:734
36 4
2 64.7064 | 38.01 | 30.736
72 0
3 64.8109 | 38.01 | 30.737
31 5
4 64.7181 | 38.02 | 30.738
00 1
e T e 5 64.6689 | 38.01 | 30.744
Figure 11 frame shuffling attack [°] 15 5
6 64.6031 | 38.02 | 30.741
IV. RESULT AND ANALYSIS 22 9
A. Result for DWT and SVD based 7 64.5421 | 38.01 | 30.744
watermarking technique 8 >
8 64.5408 | 38.01 | 30.747
E N A 96 5
@ % 9 | 64.6031 | 38.02 | 30.745
77 1
B B 10 64.5433 | 38.01 | 30.729
. 11 64.5421 | 38.00 | 30.732
R it 81 1
% i 12 | 646082 | 38.01 | 30.730
'. 28 6
. . 13 64.6812 | 38.00 | 30.730
Figure 12 plot of original frame, watermark 34 9
image and watermarked frame for foremen 14 646299 | 38.00 | 30.745
video sequences 83 3
15 64.5603 | 38.01 | 30.745
83 0
16 64.5184 | 38.00 | 30.733
88 4
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17 64.7123 | 38.00 | 30.721 10 | 64.543 | 64.409 | 65.3039 | 65.142
13 8 3 8 4
18 64.6838 | 38.01 | 30.725 11 | 64.542 | 64.570 | 65.3204 | 65.378
13 2 1 4 3
19 64.6484 | 38.00 | 30.729 12 | 64.608 | 64.451 | 65.5028 | 65.784
01 2 2 2 7
20 64.8175 | 38.00 | 30.732 13 | 64.681 | 64.392 | 65.3323 | 66.123
19 0 2 9 7
21 64.7751 | 38.00 | 30.724 14 | 64.629 | 64.354 | 65.4347 | 66.299
88 0 9 4 9
22 64.8806 | 38.00 | 30.718 15 | 64.560 | 64.278 | 65.5696 | 66.371
85 3 3 5 7
23 64.7646 | 38.00 | 30.718 16 | 64.518 | 64.203 | 65.2876 | 66.330
64 1 4 8 0
24 64.6792 | 38.01 | 30.734 17 | 64.712 | 64.241 | 65.3904 | 66.833
10 4 3 0 5
25 64.7285 | 38.00 | 30.717 18 | 64.683 | 64.128 | 65.2876 | 66.024
60 8 8 2 1
26 64.9755 | 37.99 | 30.737 19 | 64.648 | 64.330 | 65.3836 | 66.371
60 2 4 5 7
27 64.8462 | 37.99 | 30.734 20 | 64.817 | 64.325 | 65.3458 | 66.394
88 6 5 8 6
28 64.8556 | 37.99 | 30.720 21 | 64.775 | 64.439 | 65.3700 | 66.210
14 0 1 0 9
29 64.8449 | 38.00 | 30.736 22 | 64.880 | 64.321 | 65.1017 | 66.444
37 6 6 0 7
30 64.8887 | 38.00 | 30.734 23 | 64.764 | 64.436 | 65.2891 | 66.116
15 1 6 6 5
Table 2different value of PSNR 24 64'579 64'210 65.0165 66.é) 21
Fra | Forem | Akiyo | Coastgu | Mobile 25 | 64.728 | 64.431 | 65.1066 | 66.052
me en sequen ard sequenc 5 7 3
sequen ce sequenc es 26 64.975 | 64.431 | 65.1230 | 66.188
ce es 5 7 9
1 64.629 | 64.332 | 65.3159 | 65.731 27 | 64.846 | 64.505 | 65.1632 | 65.689
6 9 7 2 4 2
2 64.706 | 64.409 | 65.5910 | 65.291 28 | 64.855 | 64.636 | 65.0953 | 66.134
4 8 3 6 3 5
3 64.810 | 64.335 | 65.3889 | 65.445 29 | 64.844 | 64.515 | 65.2250 | 66.487
9 3 5 9 4 5
4 64.718 | 64.295 | 65.6423 | 66.417 30 | 64.888 | 64.608 | 65.2506 | 66.479
1 0 7 7 3 7
5 64.668 | 64.332 | 65.3144 | 66.127
5 64.%03 64.9371 65,6568 66.229 B. Resul'tofextractionfor DWT-SVD based
1 5 3 technique
7 64.542 | 64.409 | 65.4617 | 66.225
1 8 6
8 64.540 | 64.335 | 65.1568 | 66.116
8 3 5
9 64.603 | 64.371 | 65.6487 | 65.889
1 2 1
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Figure 14 Plot of watermarked frame, original
watermark and extracted watermark

I 4 "“n!!
I .. ll.'!!l

Figure 15 Plot of watermarked frame, original
watermark and extracted watermark

C. Results for embedding algorithm for SVD

based blind watermarking
' 'lgc.' !l

Ic ;r ;;

|

Figure 16 Plot of watermarked frame, original
watermark and extracted watermark for akiyo
video sequence

P
2

)

Figure 17 Plot of watermarked frame, original
watermark and extracted watermark for
foremen video sequence
Table 3 effect of alpha on PSNR

Fra | Akiy | Coastg | Fore | Mobi | Stefa
me |0 uard men |le n

video | video | video | video | video
seque | sequen | seque | seque | seque
nce ce nce nce nce
1 | 34.99 | 40.044 | 46.09 | 41.59 | 48.34
09 1 97 30 05
2 |34.96 | 39.770 | 44.89 | 41.04 | 47.57
54 0 27 30 96
3 | 34.97 | 39.447 | 43.64 | 41.02 | 46.76
20 7 52 86 98
4 | 3499 | 39.029 | 43.11 | 40.71 | 46.10
97 2 52 09 11
5 | 35.04 | 39.004 | 42.58 | 40.38 | 45.19
28 6 23 19 13
6 | 35.12 | 39.105 | 41.41 | 40.10 | 44.95
61 9 83 05 20
7 |35.11 | 39.143 | 39.92 | 39.44 | 47.00
36 6 14 94 60
8 | 35.07 | 38.840 | 38.86 | 39.00 | 49.03
39 4 85 21 54
9 | 35.00 | 38.669 | 38.54 | 38.56 | 48.38
45 0 16 19 38
10 | 34.96 | 38.464 | 38.79 | 38.10 | 49.35
73 1 39 57 49
11 | 34.97 | 38.294 | 38.94 | 37.56 | 50.75
73 4 34 86 29
12 | 34.91 | 38.259 | 38.89 | 37.07 | 50.60
08 5 75 66 56
13 | 34.87 | 38.214 | 39.75 | 36.38 | 49.36
43 8 43 96 58
14 | 34.85 | 38.276 | 41.87 | 36.10 | 47.16
67 4 41 33 49
15 | 34.88 | 38.290 | 45.25 | 35.86 | 46.42
98 6 42 66 06
16 | 34.91 | 38.378 | 49.96 | 35.72 | 45.76
45 7 24 72 51
17 | 34.88 | 38.626 | 46.13 | 35.78 | 47.89
38 8 65 11 17
18 | 34.85 | 39.123 | 43.48 | 35.88 | 46.89
45 4 67 34 34
19 | 34.82 | 39.823 | 42.95 | 35.69 | 46.38
98 4 56 88 49
20 | 34.80 | 40.628 | 43.71 | 35.71 | 44.88
14 5 65 00 15
21 | 34.79 | 41.284 | 43.85 | 36.02 | 43.78
13 8 26 10 76
22 | 34.75 | 41.657 | 43.53 | 36.37 | 43.81
10 9 34 06 36
23 | 34.75 | 41.977 | 43.00 | 36.76 | 43.02
18 1 33 56 65
24 | 34.73 | 42.259 | 43.26 | 36.86 | 43.99
97 2 58 71 26
25 | 34.73 | 42.924 | 43.82 | 36.86 | 44.23
84 8 37 90 27
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26 | 34.75 | 43.229 | 44.51 | 36.85 | 43.61
57 4 20 15 51
27 | 34.85 | 43.638 | 45.33 | 36.86 | 43.80
24 6 58 28 70
28 | 34.91 | 43.786 | 46.28 | 36.80 | 44.00
41 8 37 00 03
29 | 34.87 | 43.737 | 47.04 | 36.83 | 43.75
10 9 49 67 40
30 |34.82 | 43.703 | 47.49 | 36.84 | 43.33
85 3 46 32 40

V. CONCLUSION

By doing this dissertation, for video
authentication different methods have been
studied. For video two types of attacks are
possible one spatial tampering attack and the
other one temporal tampering attack

For spatial tampering attacks different
techniques has been studied and for
implementation purpose two techniques SVD
based blind video watermarking and DWT-SVD
based watermarking algorithm has been
employed. Both techniques have their merits and
demerits. Former one is blind technique in which
original watermark is not required to extract the
watermark while latter is non-blind technique in
which original watermark is required during the
extraction. While value of PSNR is good in
DWT-SVD based technique.

For temporal tampering attacks SVM based
machine learning technique is studied. This
technique is best suited for this type of attacks
and gives good results with good accuracy.
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