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Abstract— One of the most widely used tools 
for detecting and removing unwanted files is 
an antivirus software. Many modern threats 
and its increasing complexity has resulted in 
vulnerabilities that are being exploited by 
malware cannot be detected by antivirus 
software. A new model for malware detection 
on end hosts based on providing antivirus as 
an in-cloud network service can be advocated 
by this software. Several important benefits 
including better detection of malicious 
software is provided by this approach. We 
are exploring this idea in cloud-based 
antivirus system named as Cloud-AV. 

I. INTRODUCTION 

Detecting malicious software is a complex 
problem. One of the most widely used tools for 
detecting and removing unwanted files is an 
antivirus software. Our main objective is to 
deploy an antivirus software in a cloud and to 
access that software on the machines that are 
connected or linked to the cloud. This approach 
will also analyze whether the system is safe or 
not. This approach of antivirus software can be 
vulnerable for long period of time. The end 
system will be updated according to the updates 
of antivirus software. 

II. DETECTION FUNCTIONALITY 

Antivirus act as a  service network 

The capability of an antivirus software is 
currently provided as efficiently and effectively 
by host based antivirus software. We are 
thinking of doing that each machine 
independently run a small process for detection 
of new files and then send that files to the main 
machine for further analysis . 
In general practice we used to install any 
application on different computer system which 
has the drawbacks like time consumption, more 
cost and extra memory utilization.  
To overcome these drawbacks and providing 
more flexibility, effectiveness, we are designing 
a cloud based antivirus application. 
For exploring this new concept of   antivirus 
software, we are  proposing a cloud based 
antivirus system that consists of components 
like, a host that run on end hosts like desktops, 
laptops, and  that identifies new files for 
analysis; a network service that receives files 
from hosts and identifies dangerous  or 
unwanted files and removes it. 
 CloudAV is deployment and evaluation of a 
cloud antivirus system. Cloud-AV provides 
better detection techniques against new threats 
with respect to the single old technique of an 
antivirus software. 
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III.  ANTIVIRUS SOFTWARE LIMITATIONS     

Most successfully and widely used tools for 
removing unwanted files is an antivirus 
software . Antivirus software is deployed on 
most desktops and workstations in enterprises 
across the world.  
The deployment of antivirus software in a 
unique way leads to ever expanding malicious 
software and tools. 
As the construction of malicious software has 
shifted from the work of novices to a 
commercial and financially lucrative enterprise, 
antivirus vendors must expand more resources 
to keep up. The rise of boot nets and targeted 
malware attacks for the purposes of spam, 
fraud, and identity theft present an evolving 
challenge for antivirus companies.  
The two important trends is that in case of a 
unique  antivirus software technique, there are 
no regular updates of a newly formed dangerous 
viruses in a system where this can be lead to 
danger for that system on which the software is 
deployed because it is not aware of newly 
created viruses and their signatures. Second is 
that the increasing complexity of antivirus 
software and services has indirectly resulted in 
vulnerabilities that can and are being exploited 
by malware. That is, malware is actually using 
vulnerabilities in antivirus software as means to 
infect systems. 

IV. APPROACH 

Before getting into details of the approach, it is 
important to understand the environment in 
which such an architecture is most effective.  
We propose our approach on the same threat 
model as present in a  host-based antivirus 
system and assume a cloud based  antivirus 
system would run as an additional layer of 
protection to augment  already existing security 
systems such as those inside an organizational 
network like an enterprise.  

Some practicable deployment environments 
include: 

Enterprise networks: Enterprise networks are 
to be used in  highly controlled environments in 
which desktop and server software is controlled 
by IT administrators.  In addition, enterprises 
typically have good network connectivity with 

low latencies and high bandwidth between 
workstations and back office systems. 

 In-Cloud Detection:- 

The core of the proposed approach is moving 
the detection of malicious and unwanted files 
from end hosts and  into the network. This idea 
was originally introduced  and  we significantly 
extend and evaluate the concept in this paper. 

There is currently a strong trend toward moving 
services from end host and monolithic servers 
into the network cloud.  In addition, there have 
been several attempts to provide network 
services as overlay networks. 

Moving the detection of malicious and 
unwanted files into the network significantly 
lowers the complexity of host-based monitoring 
software. Clients no longer need to continually 
update their local signature database, reducing 
administrative cost.  Simplifying the host 
software also decreases the chance that it could 
contain exploitable vulnerabilities. Eventually, a 
lightweight host agent allows the service to be 
extended to mobile and resource-limited 
devices that lack sufficient processing power 
but remain an enticing target for malware. 

V. ARCHITECTURE 

 

 

In the above diagram of Cloud-AV we have 
created an antivirus software which is able to 
detect and delete a virus from a file or a 
machine. 

This antivirus is later deployed on the cloud 
where all other systems are linked to the cloud 
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so that they can use this application anywhere 
anytime with a cloud. 

This cloud based approach saves the time as 
well as money and space. So this method of 
deployment and detection of virus is an 
effective way as compared to the old antivirus 
software system. 

 CONCLUSION 

  We have proposed a new model for 
antivirus deployment by providing 
antivirus functionality using a cloud 
service as CloudAV. 

 This particular technique provides 
notable advantages over traditional host-
based antivirus including better 
detection of malicious software. 

 Using this technique is more effective 
and provides better protection against 
threats. 
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