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ABSTRACT 
The ongoing challenges in “Internet of 
Things” (IoT) are explicitly allied to the wide-
scale applications of its system. IoT brings out 
opportunities for wearable devices, 
healthcare systems, home appliances, and 
various small devices communicating over 
internet. Ubiquitous or pervasive nature of 
small devices challenges the security and 
privacy of the data. Moreover the storage and 
flow of information via cloud is always 
subjected to many challenges like integrity, 
transparency, and identity from the 
perspective of wide-scale applications.  In this 
paper we discuss and analyse various ongoing 
challenges involved with IoT in a cloud 
deployed environment. We primarily focus on 
security and privacy concerns from the 
perspective of service providers and users in 
the cloud. 
Keywords: Internet of things, pervasive 
computing, ubiquitous computing, Cloud 
deployment environment. 
 
I. Introduction  

 Kevin Ashton was the one who introduced the 
term “The Internet of Things” (IoT) for the first 
time almost a decade ago [1]. IoT is 
expeditiously gaining pervasiveness, not only in 
commercial and industrial environment, but also 
in our day to day life through small smart devices 
and systems at our home. In IoT every entity 
whether it’s virtual or substantial is accessible, 
communicable and addressable via cloud 
services. IoT significantly consists of various 
wide scale applications. Small smart system like 
noise and home monitoring system, congestion 
detection, real-time vehicle networks, and smart 
framework are few applications of IoT [2]. Many 
personal health and life care systems inherits the 
health care services [3]. Diverse wide scale 
applications of IoT are commonly 

interconnected via cloud deployed environment 
that provides easy and global access. Due to the 
miniaturization of the devices there is increase in 
computational power and deduction in the 
consumption of energy, IoT will remain the 
centre of attraction [4]. Ubiquitous or pervasive 
nature of the small objects increases the need of 
the security and privacy while transmitting the 
data for public or private use. With various 
heterogeneous devices connected and 
communicating with each other via cloud 
services, IoT brings forward the concern of 
security and privacy like confidentiality, 
authenticity, integrity of the data, as huge data is 
associated with them. Many of these devices 
store basic security system, which is unable to 
handle the confidentiality and integrity of the 
data, thus these small devices are much 
vulnerable for intrusion and can be attacked 
easily by an attacker, also these devices rely on 
very few outside resources and are often left 
unattended. Security and privacy remains the key 
challenges in the IoT. This paper briefly 
discusses the ongoing challenges in IoT from the 
perspective of security and privacy in a cloud 
deployed environment.  
The cloud acts as a base technology for open data 
sharing; the data is transmitted and shared 
between various heterogeneous devices and 
applications. Section –II gives an overview of 
challenges in IoT, while communication and 
global access via cloud. The IoT architecture 
inherits the cloud as a basic component [5]. 
Cloud is scalable and can serve several of 
systems, services, and devices. Security 
challenges in IoT-cloud are discussed in section 
– III. Identifying billion of devices and 
authentication of all those devices in IoT is a 
tedious task to perform. Identification 
mechanism being one of the important 
challenges is described in section - IV. Different 
devices connected and communicating with each 
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other and applications in IoT raise the concern of 
trust, transparency and certification. Section – V 
referred to all such challenges. Section – VI 
concludes the important considerations in 
Internet of Things (IoT) with references at the 
end.  
Cloud provides an infrastructure which is 
scalable and can do variety of services for you. 
Cloud being the basic component of an  IoT 
architecture [5], we consider an IoT architecture 
which inherits the cloud infrastructure and 
unifies cloud services. The IoT architecture 
scales to various applications which can be built 
on the same devices. Various heterogeneous 
devices behind firewall or low-level sensor 
network have gateway and through cloud 
services access open or wide scale application 
and communicates, and shares data.    

 
Fig. 2 Connectivity in IoT in cloud deployed 

enviornmet 
The above figure shows connectivity in IoT 
“things” unifying cloud services. Cloud 
computing [6] – [8] is an important paradigm in 
which cloud service provider provide services to 
their customer (tenants) to host their application 
or use the computational resources. The tenant 
can in turn provide services to the end-users of a 
system. The consumer (end-users) of the system 
can communicate with cloud provider of their 
own or could with the help of services provided 
by the tenant. Clouds consist of three important 
components: first; The three types of models 
based on the type of services provided.1)  
software as a service (saas), where any software 
is provided as a service and everything else is 
managed and controlled by the service 
provider.2) platform as a service (paas),where 
the user is allowed to develop or host and mange 
his own application, thus platform is provided as 
a service.3 

)  infrastructure as a services (iaas),where user 
can process, store or use any other computing 
resources, the underlying infrastructure is 
provided as a service to the user. Second; Three 
types of cloud models on the basis of their 
deployment. 
1) Public, where anyone can access the public 
cloud and can store data, process and, use the 
services provided. 
2) Private where a single organization owns and 
manages the services provided by the service 
provider, and its resource access is limited to its 
users only. 
3) Hybrid consists of both public and private, the 
use of the public and private cloud depends upon 
the sensitivity of the data and third; Important 
features like Broad Network Access, providing 
elasticity, Measured and On-demand services. 
All this three parameters defines an architecture 
cloud. Virtualization [9] is an important aspect in 
Infrastructure as a service. In paas or iaas, 
various “things” could interact with the 
applications which could be in turn tenant itself. 
The service provider manages and controls the 
underline cloud infrastructure, such as Amazon 
[7] and Microsoft [8]. Any small sub system or 
device is considered as a thing. These sub system 
generally have a gateway component, and via 
cloud services connects and share data across the 
wide-scale applications.   
II.  Challenges in  IoT while 

communication and global access via 
cloud 

Communication between things and cloud 
demands secrecy and integrity. The data could be 
store up in the cloud and the cloud could be the 
channel via which the data is sent to the sub 
systems or small devices. With various 
heterogeneous devices connected to the internet 
security and privacy always remains the 
challenge as huge volume of data is associated 
with it [10]. The devices which do not have any 
malware protection are easily subjected as 
“bolts” to carry forward malicious code to infect 
other devices [10]. Moreover, by compromising 
the network layer it becomes very easy to access 
the devices maliciously and to attack the nearby 
other devices with the help of indigenous 
compromised node. Secure communication 
needs to prevent any unauthorized access to the 
sensitive data. Security threat at the transport 
layer are handled by TLS(Transport layer 
security) [11] by encrypting the data link, and 
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using cryptography in order to provide a secure 
transmission from both eaves dropping and 
interference. Where as to maintain the integrity, 
confidentiality, and authenticity, protection of 
the data is provided at the network layer by IP 
Sec  [12]. Data security in IoT is one of 
substantial issues. Some small devices used by 
IoT stores basics security mechanism which can 
cost integrity and confidentiality of the data. In 
place of TCP/IP, TLS over protocol stack is 
preferred. TLS is the basic attribute of cloud-
provider offerings, and thus can be used to 
protect integrity and confidentiality of the data 
[5]. 
Other than TLS, the data can be secure during the 
transmission, could it be end-to-end encryption 
in order to attain higher level of security 
protection. Also, Access control [13] to the cloud 
resources should be controlled and action taken 
on external should be guaranteed, be like 
accessing any specific record or performing 
some computation within data, etc.  
Authentication and authorization are the 
important methods to control access to various 
resources. Authentication refers to verify the 
right person who claims to be and authorizations 
rules the kind of action that right person is 
authorized to take. 
In IoT, access control has been a challenge as the 
interaction between the devices raises the 
concern over authentication and authorization. 
Trusted platform modules (TPM) [14] guarantee 
the device configuration [15] and device identity 
[16], whose benefits can be associated to the 
access controlled mechanism.Various 
heterogeneous devices in IoT communicates and 
stores their data up in the cloud. The transit of 
data and its storage via cloud services thus 
should be secured.   
 
III. Security Challenges in IoT: 

Majorly four layers need to be made secured in 
order to make IoT reliable and secure. Various 
heterogeneous devices should be monitored to 
prevent any alteration or loss of data. Security 
challenges at different layers are discussed 
below: 

1. Application layer: Security compromise at 
this layer can cause bugs in the program 
code causing malfunctioning of the 
application. This could be menacing for 
numbers of devices grouped as application 
level entity [17,10,18] .Different level of 

security is needed for different types of 
application environment. One of the 
objectives of application layer is to share 
data, thus data privacy and its access 
control always remain a challenge.  

2. Perceptual layer: The major security 
challenges at perceptual layer are at node 
level. Having low storage capacity and 
power, these are vulnerable to attacks from 
hackers. Mainly attacks from the outside 
network are associated with the data 
gathering or sensors which brings into the 
scope of protection for data integrity, 
confidentiality and authenticity. 

3. Network layer: Security mechanism at the 
network layer is very significant to the IoT. 
The major security challenge at this layer is 
with respect to the authenticity and 
integrity of the data travelling through the 
network. Moreover, this layer carries huge 
volume of data. Any malicious attack can 
cause network congestion. Any attack from 
any malicious node or a hacker that 
compromise a device in the network is a 
crucial issue. 

4. Physical layer: At this layer, there is a great 
requirement of advanced technologies to 
protect sources and substantial security 
system. Devices needs to be safeguard 
from any kind of physical attack, both from 
personalized perspective or environmental. 
Hardware failure, physical damage or 
tampering, loss of power, weather attacks 
are the common challenges at this layer. 

 
IV. Identification of “things “ 

In IoT, identifying billion of devices is very 
difficult task. Major security concerns in IoT 
involve authentications, identifications and 
device heterogeneity. We discuss in section II/IV 
authentication and authorization, the key aspects 
to access control and thus maintaining the 
confidentiality and integrity of the data. There 
are different types of devices in IoT and each 
device has different security requirement. In this 
paper, we are concern about the identification of 
different “things” interconnected and 
communicating via cloud service provider in the 
cloud. We broadly discuss the identification of 
“things” from the tenant perspective i.e. the one 
that uses the services provided and the one who 
provide the services.  
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Identity management has been an area of focus, 
especially in lately venture services; we have 
identification management schemes [19] [20], 
from cloud services to application providers like 
Google, Amazon, Microsoft Services, etc.  
IoT comes up with the other considerations too 
as it involves various things sharing and 
accessing the data. In cloud the end-users 
interacts with various services provided by the 
service provider and many applications hosted 
by the tenants. In an environment of IoT, many 
“things” can send data to the service provider. 
For example, any user could have hundreds of 
different data sources sending data to the service 
providers, few of which could transits through 
dedication channel and other might be uploading 
to shared resources or applications. Thus, there 
is a need to identify the “things” after which it 
can be specified to which tenant or user the 
“things” belongs, for this TPM [14] mentioned in 
section III can be used. For example, healthcare 
system or house monitoring systems have 
policies specific to the user requirements. Data 
collected by sensors and transferred to the other 
devices to be analysed is sensitive data and needs 
to be hand over to the right person. It should be 
a matter of concern that the right “things” 
communicates with right resources or services 
provided by the service provider, so that the right 
data should flow  to the right service of cloud, 
also, it is necessary that right course of action 
should be generated for the right person(could be 
a tenant or end-user). For example, if a “things” 
generates relevant data for different application 
hosted on different platforms then the “things” 
should be guided to which place and at what time 
data should be sent. The “things” should know 
all the aspects for communication between the 
different cloud services, and should follow the 
protocols or the policies which determines that 
the things should interact to which cloud. There 
are issues associated with the “things which 
needs to be taken into consideration like how to 
manage a communication of a user with a sensor, 
and what could be the transfer policies which 
governs the data flow. Such all are complex 
issues which needs consideration. Further, the 
identity of “things” becomes complicated when 
the actuators knows which “things” to actuate. 
The data gathered could be a source of an attack, 
when this data is processed, could lead to an 
unusual behaviour of other sub-systems or things 
in the system. The data collected from these 

devices can be used to gain user details which 
may not provide the confidential data but 
however, can release sensitive information. For 
example, some one possesses any particulars 
device could reveals about the medical 
conditions [21]. Cameron [22] defined seven 
fundamental laws for digital identities. 
V. Trust and transparency 

 Managing the equilibrium between trust in the 
service provider and the tenant privacy is a big 
challenge in IoT. Whenever we go and adopt a 
new technology then there is a lot of trust and 
risk related issues to be addressed. The 
prospective tenant should trust the service 
provider before committing to the use of cloud 
service. The tenant relies on provider to ensure; 
1) Data security and privacy; 2) Resource 
availability; 3) Monitoring and repairing of 
services/resource. Trust and risk are the opposite 
sides of the same coin and when we look at trust, 
it becomes important from the notion of 
accountability and verifiability. Currently, 
regulatory compliance can be manifest by 
certification [23]. The automation of the process 
of certification has been considered [24]-[26] but 
being a human centred process, certification 
evaluates the behaviour of a system at the time 
of audit [5]. Any amendment or arrival of new 
framework has to undergo the recertification 
process which could be costly and time taken. 
From the perspective of security some aspects of 
compliance could be structured [27], [28].  The 
amount of trust which can be put up in a cloud 
service provider consider the following issues; 1) 
a secure there services; 2) correctly configuring 
the services; 3) should report any leakage/issues, 
if any; 4)  provided  data should be used for the 
predetermined purpose. To strengthen trust it  is 
necessary to provide some amount of 
transparency on the top of the services provide 
by the cloud service provider. Recent 
developments in hardware technologies [29] 
bring trust to a new level, providing TPM [14] 
and remote attestation for cloud computing [30], 
this strengthens the trust between the cloud 
service provider and its service user for example, 
the confidentiality and integrity of the data is 
guaranteed irrespective of the platform on which 
data is attended [31]. Further, some visibility or 
transparency should be provided in the 
functionality of the service provider could be for 
the purpose of compliance, or for more general 
assurance, of data management. 
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VI. Conclusion 
In the last few years, the internet of things (IOT) 
has gained significant interest; IOT is emerging 
as a new domain and will continue for the 
coming years. Despite of much research done in 
this area, IoT still remains and is facing severe 
challenges. With the connection and 
communication between various heterogeneous 
devices, Security and privacy remains the 
primary concern. In this paper, we discuss the 
ongoing challenges in IoT  like authentication, 
identification, integrity and transparency along 
with security and privacy. We consider the use 
of cloud services for open data sharing and 
communication between various “things”. Data 
sharing being a congenital part of IoT, involves 
severe security and privacy issues, which should 
be always taken into consideration. 
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