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Abstract

Cloud computing becomes an evolving
technology which offers services to its users
over the internet. Cloud storage is a model of
data storage, which is maintained and backed
up remotely and made feasible from multiple
distributed and connected resources. Since
cloud computing stores the distributed
resources and data in the public environment,
security has become the main hurdle which is
hindering the deployment of cloud
environments. Due to the security issues in
cloud many users are reluctant to use it for
personal and sensitive data storage. Since
cloud storage is third party storage it needs
special data security solutions than traditional
third party storage's. In this paper we use a
technique called Modified Advanced
Encryption Standard (M-AES) algorithm in
order to enhance the cloud storage security.
In this technique the encryption and
decryption uses same key which makes the
data more protected from unauthorized user
to access the data from the cloud. The
encryption and decryption process will be
completely cloudy (opaque) to the user. The
security parameters such as confidentiality,
trustworthiness and integrity in group
sharing framework play a major role. The
implementation results demonstrate the
efficiency and analysis of our proposed
system, using the multimedia (text, images,
audio) data is provided.

Keywords: cloud computing, cryptographic
algorithm, data security, security issues, user
authentication.

1. Introduction
Cloud is a multi-tenant environment, where
resources are shared. Cloud computing has

reached popularity and developed into a major
trend in IT. Cloud storage is networked data
storage where data is stored in pools that span
multiple servers and are generally managed and
hosted by third parties rather than being hosted
on dedicated servers. Storing information in a
third party's cloud system causes severe
involvement on information confidentiality.
There are many advantages in using cloud
storage. A notable advantage of cloud storage is
data accessibility. Once a data is stored in the
cloud, it can be accessed any time, any place as
long as there is network access.

As cloud environment becomes more mature as
there are more applications and storage services
provided by the cloud, it is therefore important to
foresee that the security for data protection in the
cloud should be further increased. Security is
generally perceived as a huge issue in cloud. A
wide variety of security threats have been found
in the cloud environments due to the vast amount
of data stored on cloud servers.

The severity of damage tends to depend on the
sensitivity of the data exposed. Some of the
security issues which is faced by the cloud
computing includes data integrity and data theft.
Cloud storage security processes should address
the security controls the cloud provider will
incorporate to maintain the user's data security,
privacy and compliance with necessary
regulations.

This paper is concerned in identifying the major
data security and privacy concerns of cloud
storage systems and provides the solution. To
keep data secure, the important needed
protection is encryption. Encryption methods
utilize complex algorithms to hide cloud-

ISSN (PRINT): 2393-8374, (ONLINE): 2394-0697, VOLUME-4, ISSUE-11, 2017

63



INTERNATIONAL JOURNAL OF CURRENT ENGINEERING AND SCIENTIFIC RESEARCH (IJCESR)

protected information. To decipher encrypted
files, receivers need the encryption key.

In the existing system [2] Joseph K. Liu, Kaitai
Liang and Willi Susilo used two factor
mechanisms for cloud security. In two-factor
data encryption protection, there should be two
necessary things required to decrypt the file.
First, the user needs to have a secret key which
is stored in the computer. Second, the user should
have a unique personal security device which
will be used to connect to the computer (e.g.,
USB, Bluetooth). It is impossible to decrypt the
cipher text without either piece. The second
factor involved in protection is revocability.
Once the security device is stolen or reported as
lost, this device is revoked. That is, using this
device can no longer decrypt any cipher text in
any circumstance. We have analysed the recent
developments in two factor secret key
formations, future trends in cloud environment.
In this paper, we propose a technique named
Modified AES mechanism for providing security
to the cloud data.

This paper is organized as follows: the section 2
discusses about the related work, section 3
describes about the proposed work followed by
implementation in section 4, next section 5
analyses the results with the system description,
section 6 concludes the paper followed by
references.

2. Related work

Sulton Aldossary, William Allen [1] proposed
Identity Based Encryption (IBE), Attribute
Based Encryption and Public Based Encryption.
The jpeg images were encrypted. It is based on
the metrics of Secured cloud storage and Data
vulnerability to internal and external threats was
the drawback in this system.

Dr. S.S. Manikandasaran [3] proposed a Public
key cryptography. The data set which was used
is audio and images. It is based on the metrics of
data interception and the limitations are insiders
attacks are very difficult to identify and also very
tough to protect data.

Kire Jakimoski [2] proposed a Secure Socket
Layer (SSL) technology. The data set which was
used is Mp3, video. It is based on Enforcement
of encryption policy to protect sensitive data and

it is based on the drawbacks of not concentrated
on security issues.

R. Velumadhava Rao, K. Selvamani proposed
RSA encryption algorithm. The text file
documents were shared and encrypted. It is based
on the metrics of Supports access of larger files
and Transmission of data is not proper in this
work. Sheren A. El-Booz, Gamal Attiya and
Nawal El-Fishawy proposed a Time-based one-
time password, Automatic block protocol.
Existing text documents was used. It is based on
the metrics of less data loss and the major
drawback is minimal usage of password.

In most of the papers mentioned above they used
encryption techniques such as Identity Based
Encryption (IBE), Public Key Encryption (PKE)
and Attribute Based Encryption (ABE).

The Identity Based Encryption is a public-key
cryptosystem which is based only on valid public
key. IBE solutions may rely on cryptographic
techniques that are insecure against code
breaking quantum computer attacks. The Private
Key Generator (PKG) generates private keys for
users; it may decrypt and/or sign any message
without authorization. This implies that IBE
systems cannot be used for nonrepudiation.

The Public Key Encryption can encrypt a
message using the public key of the receiver, but
such a message can be decrypted only with the
receiver's private key. Because of the
computational complexity of asymmetric
encryption, it is usually used only for small
blocks of data and only protects what it's
designed to protect.

The Attribute Based Encryption is a public-key
encryption in which the secret key of a user and
the cipher text are dependent upon attributes. In
such a system, the decryption of a cipher text is
possible only if the set of attributes of the user
key matches the attributes of the cipher text.
ABE systems have few drawbacks such as non-
efficiency and non-existence of attribute
revocation mechanism. The above mentioned
techniques concentrates on the data loss, storage
maintenance and data interception. They can be
improved by giving additional security to
database and authentication issues so that the
time can be utilized effectively. By giving
additional security, parameters such as
confidentiality, integrity and privacy can be
improved.

3. Proposed system

The proposed system of group sharing
framework, in which the users can share file with
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individual member or group of members, uses a
technique called Modified AES for file
encryption and decryption which is an important
primitive of symmetric block cipher algorithm.
As such it is a type of symmetric encryption
which uses same key for encrypting and
decrypting, so both the sender and receiver must
know and use the same secret key. This means
that a sender who has access to the public
parameters of the system can encrypt a message.
The receiver obtains decryption key from a
sender who needs to be trusted as they generate
secret key for every wuser. The system
architecture of the proposed work is described
below in the Figurel.

The objective of this system is to enhance
security for data which is stored in the cloud,
reduce violations, and minimize encryption and
decryption time and improve the parameters
associated with the data security. The group
sharing framework consists as follows:

1.File Sharing in Social Networking
2.Encryption using Modified AES Algorithm
3.Decryption using Modified AES Algorithm

3.1 File Sharing in Social Networking

Social Networking consists of admin and the
user. The Figure 2 shows the flow of the
operations involved in this phase. The process
starts at login for already registered user or
register for new user. Once the user has
registered, the user has the authority to send
request, to accept request, to create group and to
access the files which are uploaded by their
friends. The admin has the authority to approve
the files which were uploaded, to access the
details of the user.

3.2 Encryption using Modified AES Algorithm
Encryption is the process of converting data into
an unintelligible form by making use of a key or
password. The data is made useless without the
corresponding decryption key or password. The
file uploaded by sender gets encrypted and stored
in the database. The Advanced Encryption
Standard (AES) is a symmetric block cipher
which uses single key for both encryption and
decryption process. In Modified-AES algorithm,
the modification is done by totalling the Initial
Permutation step, takes from DES (Data
Encryption Standard), in order to enlarge the
encryption performance. This modification

undoubtedly increases the

encryption.

efficiency of

To overcome the problem of high calculation and
computational cost, we modify the Advanced
Encryption Standard (AES), to reduce the
calculation of algorithm and for reducing the
time taken for encryption as well as decryption.
In Modified-AES encryption and decryption
process resembles to that of AES, in account of
number of rounds, data and key size. Mixcolumn
step gives better security but it takes large
calculation that makes the encryption algorithm
slow. We add the permutation step instead of
Mixcolumn step to overcome the drawback of
high calculation.

3.3 Decryption using Modified AES Algorithm
Same sequence of encryption transformations is
applied on decryption structure as which is
applied in encryption structure. The
transformations i.e. Inv-Bytesub, Inv-Shiftrows,
Inv-Mixcolumns, and Addroundkey permit the
type of key schedules to be matched for
encryption and decryption. Here it must be noted
that the Mixcolumn reverse operation requires
matrix elements. So we go for InvPermutation
process instead of Inv-Mixcolumns. One such
type of brute force attack is “Search Attack™ in
which it covers all possible combinations of a
character set and ranges of password length. To
prevent such attack, we produce a fake file when
an incorrect OTP is entered.

4. Implementation
The implementation of the proposed system
works as follows:

4.1 File Sharing in Social Networking

Social Networking phase consists of following
functionalities

4.1.1 Sending Request and Confirming Friends
When a user logs in, he/she can send requests to
another user by searching their profile names.
Accordingly, the result will be displayed below
it. [f a person has given request, it will be shown
in the pending request; so that the user can accept
or reject according to his/her wish. After
accepting requests, they can view each one’s
profile.
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4.1.2 Session Timeout

A session remains alive even when the users do
not perform any action on a web site during
certain interval of time. Security vulnerabilities
related to  authentication occurs. The
vulnerabilities are not known to be fixed yet and
it is a threat to the users. Hence a short timeout
of 2 minutes is given, if the user does not refresh
or request a page within the time-out period, the
session ends and it goes to the login page.

4.1.3 File Sharing

The user can share file that has been already
uploaded by him/her and can share files with
his/her friends in two ways. The Figure 3 shows
the flow of the operations involved in this phase.
One way is to select the friends individually in
the friends list and another way are to create a
group and sharing the files in the group. OTP
with file name will be generated and send to the
corresponding mail-ID. The Figure 4 shows the
sender sharing a file to their friend. The

AES Encryption:

respective user can download the file by entering
the correct OTP.

4.2 Encryption using Modified AES Algorithm
The user can upload or download files in a social
network. The user can upload files in any format
(except video files). The uploaded files will be
encrypted using Modified AES Algorithm. The
encrypted file gets decrypted and made
accessible by the receiver if and only if receivers
enters the secret key (OTP) correctly.

The Modified - AES algorithm is divided into
four steps and it is designed in such a way that it
can take any combination of data and is flexible
for key size of 128 bits. The four blocks
combines to one round of Modified-AES. The
four steps that we use for ModifiedAES
Algorithm are:

® Substitution bytes

* ShiftRows

® Permutation

* AddRoundKey

begin

byte state[4,Nb]
state = in

for round = 1 step 1 to Nr—1

SubBytes(state)
ShiftRows(state)
MixColumns(state)

end for
SubBytes(state)
ShiftRows(state)

out = state

end

Cipher(byte in[4*Nb], byte out[4*Nb], word w[Nb*(Nr+1)])

AddRoundKey(state, w[0, Nb-1])

AddRoundKey(state, w[round*Nb, (round+1)*Nb-1])

AddRoundKey(state, w[Nr*Nb, (Nr+1)*Nb-1])
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M-AES Encryption:

byte state[4,Nb]

1 step 1 to Nr—1
SubBytes(state)
ShiftRows(state)

(round+1)*Nb-1]) end for
SubBytes(state)
ShiftRows(state)

out = state
end

Cipher(bytebegin in[4*Nb], byte out[4*Nb], word w[Nb*(Nr+1)]) [
state = in
AddRoundKey(state, w[0, Nb-1])

Permutation(state)
AddRoundKey(state, w[round*Nb,

AddRoundKey(state, w[Nr*Nb, (Nr+1)*Nb-1])

for round =

Substitution Bytes, Shiftrows and Addroundkey
remain the same as it is in the AES. The
Permutation step is used instead of Mixcolumn.
Permutation tables are used in the DES
algorithm. The inputs to the IP table consist of
128 bits. Modified-AES algorithm takes 128 bits
as input. The Substitution Bytes and ShiftRows
steps of Modified-AES are taken as 128 bits
whereas the Permutation step also interpreted as
128 bits. After permutation process, the
complete set of 128 bits is taken and then
remaining steps of algorithm are performed. The
Figure 5 shows the encrypted format of JPEG file
where the actual content of the image is hidden
and it should be decrypted to view the original
content.

4.3 Decryption using Modified AES Algorithm

The decryption process for Modified-AES
algorithm involves, Inv-Bytesub, Inv-Shiftrows,
InvPermutation, and the AddRoundkey, which
are performed in 10 rounds as it is in the
encryption process. If we take the inverse
permutation it gives again the original bits, the
output result is a 128-bit original text. When the
user enters the correct OTP, the decrypted file
gets downloaded. Whenever Search attack
occurs, fake file get downloaded. So it will be
difficult for the attacker to know when he has
guessed correctly and therefore the user has to
enter the OTP correctly. From Figure 6, it is
depicted that wrong file is downloaded when
incorrect OTP is entered by the user.

AES Decryption :

begin

InvCipher(byte in[4*Nb], byte out[4*Nb], word w[Nb*(Nr+1)])

byte state[4,Nb] state = in

AddRoundKey(state, w[Nr*Nb, (Nr+1)*Nb-1]) for

round = Nr-1 step -1 downto 1 InvShiftRows(state)
InvSubBytes(state)
AddRoundKey(state, w[round*Nb, (round+1)*Nb-
1]) InvMixColumns(state)

end for

InvShiftRows(state)

InvSubBytes(state)

AddRoundKey(state, w[0, Nb-1]) out =

state

end
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M-AES Decryption :

w[Nb*(Nr+1)]) begin
byte state[4,ND]
state = in

end for
InvShiftRows(state)
InvSubBytes(state)

1]) out = state

end

InvCipher(byte in[4*Nb], byte out[4*Nb], word

AddRoundKey(state, w[Nr*Nb,

(Nr+1)*Nb-1]) for round = Nr-1 step -1

downto 1 InvShiftRows(state)
InvSubBytes(state)
AddRoundKey(state, w[round*Nb,
(round+1)*Nb-1])
InvPermutation(state)

AddRoundKey(state, w[0, Nb-

5 Results and discussion

In the experiments, different file size ranges
from 100 K byte to 1000 K bytes were encrypted.
The performance metrics considered for
experimentation are Encryption and Decryption
Time. The encryption time for Modified AES is
less when compared to the other existing

algorithms which are shown in Figure 7. The
decryption time for Modified AES is less when
compared to the other existing algorithms which
are shown in Figure 8. The encryption and
decryption process using Modified AES
algorithm reduces high calculation and improves
the security.

Encryption Time = Time taken for

transformation of cipher text

from plain text

Decryption Time = Time taken for transformation

of plain text from cipher
text

In Table 2 it is depicted that the measure of
security in terms of low, medium and high. By
considering the security parameters such as
confidentiality, trustworthiness and integrity, the
security in proposed work is comparatively
higher than the existing system. In proposed
work, we increase confidentiality by encrypting
the data using Modified AES algorithm,
trustworthiness is improved by sharing the files
only with the friends and integrity is increased by
providing OTP for each file which is to be
downloaded.

6 Conclusions
In this paper, a technique called Modified
Advanced Encryption Standard (M-AES) has

been proposed in order to enhance the data
security. The proposed M-AES improves the
confidentiality of the data by providing
additional authentication information such as
fake file for incorrect OTP, file sharing group.

By assigning unique secret for each individual
user in a group enhances security as well as
reduces the time taken for a single file
transaction. The implementation of M-AES
reduces the encryption and decryption time when
compared to the existing IBE and PKE. In
version of security analysis and experimental
results, our proposed encryption scheme is fast
and on the other hand it provides good security
and adds very less overhead on the data, this
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today is the requirement of most of thg.

multimedia applications.
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Figure 6 Sample Fake File for Incorrect OTP

ISSN (PRINT): 2393-8374, (ONLINE): 2394-0697, VOLUME-4, ISSUE-11, 2017
75



INTERNATIONAL JOURNAL OF CURRENT ENGINEERING AND SCIENTIFIC RESEARCH (I1JCESR)

120 -
100
m
g€ 80 |~
S H BE
ﬁ__BO
i§ a0 ™ pKE
20 M-AES
0
50 100 250
Date Size (in Kb)
Figure 7 File Encryption Time
120 7
=100 -
wv
€ 80 -
= o
o 60 ™ |BE
20 - PKE
0 - M-AES

50 100

Date Size (in Kb)

250

Figure 8 File Decryption Time

Security
Parameters Confidentiality Trustworthiness Integrity
IBE Low Medium Low
PKE Low Medium Medium
M-AES Medium High High

Table 2 Measures of Security Parameters
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