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Abstract

Data is being continuously generated from
various sources which in turn can be
collected to carry out useful analysis and
derive a feasible output. Big Data Analytics
has become a hot topic in academics,
industry and everywhere. Big Data Analytics
is the process of examining large amounts of
data (big data) to discover hidden patterns or
unknown  correlations. Data  mining
techniques and extracting patterns from
large datasets play a vital role in knowledge
discovery. Most of the decision makers
encounter a large number of decision rules
resulted from association rules mining.
Moreover, the volume of datasets brings a
new challenge to extract patterns such as the
cost of computing and inefficiency to achieve
the relevant rules. Big data encompasses
large size of data which has the traits of
being complex and are amalgamated from an
array of autonomous sources.
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I. INTRODUCTION

Big data refers to data sets that are not only big,
but also high in variety and velocity, which
makes them difficult to handle using traditional
tools and techniques. Big data sizes are
constantly increasing, currently ranging from a
few dozen terabytes (TB) to many petabytes
(PB) of data in a single data set. With the
evolution of technology and the increased
multitudes of data flowing in and out of
organizations daily, there has become a need for
faster and more efficient ways of analyzing
such data [15]. Big Data Analytics (BDA) can
also enable the construction of predictive
models for customer behavior and purchase

patterns, therefore raising overall profitability
[13]. Big data analytics is a technology-enabled
strategy for gaining richer, deeper, and more
accurate insights into customers, partners and
the business and ultimately gaining competitive
advantage. By processing a steady stream of
real-time data, organizations can make time-
sensitive decisions faster than ever before,
monitor emerging trends, course-correct rapidly
and jump on new business opportunities. Big
data can create transparency, and make relevant
data more easily accessible to stakeholders in a
timely manner. Big Data Analytics holds much
potential for customer intelligence, and can
highly benefit industries such as retail, banking,
and telecommunications [13]. In Big Data
Analytics, Data Security is a challenging task to
implement and needs strong support in terms of
security policy formulation, techniques, tools
and mechanisms. Hadoop is one of the tools and
is a highly scalable storage platform, because it
can store and distribute very large data sets
across hundreds of inexpensive servers that
operate in parallel [8,13].

Il. APPLICATIONS OF BIG DATA

Big data applications solve and analyze real
world problems using Hadoop and associated
tools. Internet users and machine-to-machine
connections are causing the data growth [6].
Real time areas are defined following in which
big data is used:

1. Big data in healthcare: High-performance
analytics are new technologies making easier to
turn massive amounts of data into relevant and
critical insights used to provide better care.
Analytics helps to predict disease history and its
trends. Unstructured data can be captured
through text mining from patient records. It
means information can be collected without
causing additional work for clinicians. A

ISSN (PRINT): 2393-8374, (ONLINE): 2394-0697, VOLUME-4, ISSUE-12, 2017
4



INTERNATIONAL JOURNAL OF CURRENT ENGINEERING AND SCIENTIFIC RESEARCH (1JCESR)

massive amount of data collected from different
sources provides the best practices for today,
and will help healthcare providers identify
trends so they can achieve better results to
improve medical facilities all around the world.
2. Network Security: Big data is changing the
landscape of security technologies. The
tremendous role of big data can be seen in
network monitoring. Big data analytics is an
effective solution for processing of large scale
information as security is major concern in
enterprises. Fraud detection is done by using big
data analytics. Phone and credit card companies
have conducted large-scale fraud detection for
decades. Mainly big data tools are particularly
suited to become fundamental for forensics.

3. Market and business Big Data is the
biggest game-changing opportunity for sales
and marketing, since 20 years ago the Internet
went main  stream, because of the
unprecedented array of insights into customer
needs and behaviours. Big data reveals
customers' behaviour and proven ways to
elevate customer experiences. These insights
ensure your business's success.

4. Sports Sport, in business, an increasing
volume of information is being collected and
captured. Technological advances will fuel
exponential growth in this area for the
foreseeable future, as athletes are continuously
monitored .Statistics can be analyzed and
collected to better understand what are the
critical factors for optimum performance and
success, in all facets of elite sport. Injury
prevention, competition, Preparation, and
rehabilitation can all benefit by applying this
approach. Used consistently this is a powerful
measure of progress and performance.

5. Education Systems By using big data
analytics in field of education systems,
remarkable results can be seen. Data on students
online behaviour can provide educators with
important insights, such as if the course has to
be modified or not based on students reception.
This modification can be done by making
students answer set of online questionnaire and
track the accuracy and time taken to answer
those questions.

I11.  DIMENSIONS OF BIG DATA

Big data is characterised by the following five
dimension .The 5Vs that define Big Data are
Variety, Velocity and Volume, Variability and
Veracity

1) Volume: There has been an exponential
growth in the volume of data that is being dealt
with. Data is not just in the form of text data,
but also in the form of videos, music and large
image files. Data is now stored in terms of
Terabytes and even Petabytes in different
enterprises. With the growth of the database, we
need to re-evaluate the architecture and
applications built to handle the data.

2) Velocity: Data is streaming in at
unprecedented speed and must be dealt with in a
timely manner. RFID tags, sensors and smart
metering are driving the need to deal with
torrents of data in near-real time. Reacting
quickly enough to deal with data velocity is a
challenge for most organizations.

3) Variety: Today, data comes in all types of
formats. Structured, Numeric data in traditional
databases. Information created from line-of-
business  applications.  Unstructured  text
documents, email, video, audio, stock ticker
data and financial transactions. We need to find
ways of governing, merging and managing
these diverse forms of data.

4) Variability: Variability. In addition to the
increasing velocities and varieties of data, data
flows can be highly inconsistent with periodic
peaks. Daily, seasonal and event-triggered peak
data loads can be challenging to manage. Even
more so with unstructured data involved [2]

5) Veracity: Today's data comes from multiple
sources. And it is still an undertaking to link,
match, cleanse and transform data across
systems. However, it is necessary to connect
and correlate relationships, hierarchies and
multiple data linkages or your data can quickly
spiral out of control. A data environment can lie
along the extremes on any one of the following
parameters, or a combination of them, or even
all of them together.

IV. TYPES OF BIG DATA:

There are two types of big data. Structured Data
and Unstructured Data.

1. Structured Data: Structured Data are
numbers and words that can be easily
categorized and analyzed. These data are
generated by things like network sensors
embedded in electronic devices, smart phones,
and global positioning system (GPS) devices.
Structured data also include things like sales
figures, account balances, and transaction data.
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2. Unstructured Data: Unstructured Data
include more complex information, such as
customer reviews from commercial websites,
photos and other multimedia, and comments on
social networking sites. These data cannot
easily be separated into categories or analyzed
numerically. The explosive growth of the
Internet in recent years means that the variety
and amount of big data continue to grow. Much
of that growth comes from unstructured data.
When making an attempt to understand the
concept of Big Data, the words such as —Imaps
reducel and —Hadoopl cannot be avoided.
Hadoop is a free, Java-based programming
frame work, supports the processing of large
sets of data in a distributed computing
environment. It is a part of the Apache project
sponsored by the Apache Software Foundation.
Hadoop cluster uses a Master/Slave structure
[6]. Using Hadoop, large data sets can be
processed across a cluster of servers and
applications can be run on systems with
thousands of nodes involving thousands of
terabytes. Distributed file system in Hadoop
helps in rapid data transfer rates and allows the
system to continue its normal operation even in
the case of some node failures. This approach
lowers the risk of an entire system failure, even
in the case of a significant number of node
failures. Hadoop enables a computing solution
that is scalable, cost effective, fault tolerant and
flexible. Hadoop Framework is used by popular
companies like Google, Yahoo, Amazon and
IBM etc., to support their applications involving
huge amounts of data.

o Hadoop has two main sub projects

Map Reduce & Hadoop Distributed File
System (HDFS).

Map Reduce Hadoop Map Reduce is a
framework [10] used to write applications that
process large amounts of data in parallel on
clusters of commodity hardware resources in a
reliable, fault-tolerant manner. A Map Reduce
job first divides the data into individual chunks
which are processed by Map jobs in parallel.
The outputs of the maps sorted by the
framework are then input to the reduce tasks.
Generally the input and the output of the job are
both stored in a file - system. Scheduling,
Monitoring and re-executing failed tasks are
taken care by the framework.

Hadoop Distributed File System (HDFS)
HDEFS [8] is a file system that spans all the
nodes in a Hadoop cluster for data storage. It

links together file systems on local nodes to
make it into one large file system. HDFS
improves reliability by replicating data across
multiple sources .

V. STAGESINVOLVED INBIG DATA

1. Data Acquisition: The first step in Big Data
is acquiring the data itself. With the growing
medium the rate of data generation is rising
exponentially. With the introduction of smart
devices which are used with a wide array of
sensors continuously generate data. The Large
Haudron Collider in Switzerland produces
petabytes of data. Most of this data is not useful
and can be discarded, however due to its
unstructured form; selectively discarding the
data presents a challenge. This data becomes
more potent in nature when it‘s merged with
other valuable data and superimposed. Due to
the interconnectedness of devices over the
World Wide Web, data is increasingly being
collated and stored in the cloud.

2. Data Extraction: All of the data generated
and acquired is not of use. It contains a large
amount of redundant or unimportant data. For
instance, a simple CCTV camera, constantly
polls sensor to gather information of the user‘s
movements. However, when the user is in a
state of inactivity, the data generated by the
activity sensor is redundant and of no use.. Due
to wide variety of data that exists, bringing
them under a common platform to standardize
data extraction is a major challenge.

3. Data Collation: Data from a singular source
often is not enough for analysis or prediction.
More than one data sources are often combined
to give a bigger picture to analyze. For example
a health monitor application often collects data
from the heart-rate sensor, pedometer, etc. to
summarize the health information of the
user.Likewise, weather prediction software take
in data from many sources which reveal the
daily humidity, temperature, precipitation, etc.
In the scheme of Big Data convergence of data
to form a bigger picture is often considered a
very important part of processing.

4. Data Structuring: Once all the data is
aggregated, it is very important to present and
store data for further use in a structured format.
The structuring is important so queries can be
made on the data. Data structuring employs
methods of organizing the data in a particular
schema.
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5. Data Visualization: Once the data is
structured, queries are made on the data and the
data is presented in a visual format. Data
Analysis involves targeting areas of interest and
providing results based on the data that has been
structured. 6. Data Interpretation: The
ultimate step in Big Data processing includes
interpretation and gaining valuable information
from the data that is processed.

VI. BIGDATASECURITY

Big data can create transparency, and make
relevant data more easily accessible to
stakeholders in a timely manner. Big Data
Analytics holds much potential for customer
intelligence, and can highly benefit industries
such as retail, banking, and telecommunications
. In Big Data Analytics, Data Security is a
challenging task to implement and needs strong
support in terms of security policy formulation,
techniques, tools and mechanisms.[12]

1 Secure Computations in Distributed
Programming Framework: Distributed
programming framework utilize parallelism in
computations and storage to process massive
amounts of the data .A popular example is map
reduce framework, which splits an input file
into multiple chunks in the first phase of map
reduce, a mapper for each chunk reads the data,
perform some computation, and outputs a list of
key/value pairs.In the next phase, a reducer
combines the values belonging to each distinct
key and outputs the result. There are two major
attack prevention measures: securing the
mappers and securing the data in the presence
of an untrusted mapper.

2. Security Best Practices for Non-Relational
Data Stores: Non-relational data stores
popularized by NoSQL databases are still
evolving with respect to security
infrastructure..NoSQL databases do not provide
any Support for Enforcing it explicitly in the
database. However, clustering aspect of NoSQL
databases poses additional challenges to the
robustness of such security practices.

3. Secure Data Storage and Transaction
Logs: Data and transaction logs are stored in
multi-tiered storage media manually moving
data between tiers gives the it manager direct
control over exactly what data is moved and
when. However as the size of data set has been
and continues to be, growing exponentially,

scalability and availability have necessitated
auto-tiring for big data storage management.
Auto-tiering solutions do not keep track of
where the data is stored, which poses new
challenges to secure data storage.

4. End Point Input Validation/Filtering:
Many big data use cases in Enterprise settings
require data collection from many sources, such
as end point devices for example, a security
information and event management system
(SIEM) may collect event logs from millions of
hardware devices and software application in an
enterprise network.

5. Real -Time  Security/Compliance
Monitoring: Real time security monitoring has
always been a challenge, given the number of
alerts generated by (Security) devices.These
alerts (correlated or not) lead to many false
positive, which are mostly ignored or simplyl
clicked awayl, as humans cannot cope with the
shear amount. This problem might even
increase with the bid data given the volume and
velocity of data streams however, big data
technologies might also provide an opportunity,
in the sense that these technologies do allow for
fast processing and analytics of different types
of data.

6. Granular Access Control: The security
Property that matters from the perspective of
access control is secrecy-preventing access to
data by people that should not have access .The
problem with course-grained access
mechanisms is that data that could otherwise be
shared is often swept into a more restrictive
category to guarantee sound security granular
access control gives data managers a scalpel
instead of a sword to share data as much as
possible without compromising secrecy.

7. Granular Audits: With real time security
monitoring, we try to be notified at the moment
an attack takes place. In reality, this will not
always be the case (e.g., new attacks, missed
true positives). In order to get to the bottom of
the missed attack, we need audit information.
This is not only relevant because we want to
understand what happened and what went
wrong ,but also because compliance, regulation
and forensics reasons .in that regard ,auditing is
not something new, but the scope and
granularity might be different. For example, we
have to deal with more data objects, which
probably are (but not necessarily) distributed.
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VII. CONCLUSION

As an organization collects more data at this
scale, formalizing the process of big data
analysis will become paramount. As the data is
becoming bigger and bigger, there is a need to
store this data in an efficient manner. The paper
is a systematic study of various security issues
and challenges of Big Data analytics. Big Data
is a very challenging research area. Through
better analysis of the large volumes of data that
are becoming available, there is the potential for
making faster advances in many scientific
disciplines and improving the profitability and
success of many enterprises. However, many
technical challenges described in this paper
must be addressed before this potential can be
realized fully. Furthermore, these challenges
will require transformative solutions, and will
not be addressed naturally by the next
generation of industrial products
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