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Abstract

Security  protocols are essential for
communication over digital media and
Internet. From ancient days to
present,different techniques have been

adopted to communicate secret messages. To
provide secure communication, sender and
receiver should exercise an efficient technique
to convert original message to an
unintelligible format to everyone except the
intended  receiver. Cryptography and
Steganography are two popular techniques to
provide secure communication, where
Cryptography distorts the message and
Steganography hide the existence of the
message. By combining the strength of
Cryptography and Steganography into a
single  system, security @ of  secret
communication can be enhanced. In this
project, the strength of cryptosystems and
audio steganography are utilized as a single
system for enhancing security of secret
information

Index Terms: Steganography,
Cryptography, RSA, Echo hiding .

I. INTRODUCTION

Security protocols are a must for the
secret communication between two parties.
Now a days we need secrecy in all the
electronic communication areas like personal
communication, military purposes, financial
transactions, electronic banking, medical
diagnosis etc. To attain security in these

communications, the commonly used
techniques are Cryptography and
Steganography.

Cryptography ensure the security by
encrypting the plain text into ’Cipher text’

form by using cryptographic algorithms and
secret keys. The cipher text is send from sender
to receiver side. Unauthorized user cannot
understand the actual plain text message from
cipher text without knowing the secret keys. At
the receiver’s side, by using decryption
algorithm and secret keys the receiver decrypts
the cipher text and obtains the plain text/secret
message. Steganography ensure the security of
secrets by hiding them within the cover files.
So messages cannot be seen by the
unauthorized user. Steganographic algorithm
embeds the plain text into the cover files and
obtains the ‘Stego files’. These stego files are
sending from the sender to the receiver. The
authorized receiver knows that the secret is
present in the stego file and he can extract the
actual message from stego file using proper
steganographic algorithms and secret keys.

In this project, the features of
Cryptography and Steganography are utilized
as a single system. The main areas involved in
this system are Cryptographic algorithms and
Manipulation of cipher text. These two areas
should be managed properly by an efficient
cryptosystem. One of the most popular and
classical cryptosystem is RSA cryptosystem.
There are number of variants of RSA
cryptosystem, we find out some of them and
list out their properties and limitations. Finally
most of these limitations can be resolved
using an algorithm which uses Jordan’s
Totient function for the computations.

II. EXISTING TECHNIQUE
Increase in the number of attack recorded
during electronic exchange of information
between the source and intended destination
has indeed called for a more robust method for
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securing data transfer. Cryptography and
steganography are well known and widely
used techniques that manipulate information
in order to cipher or hide their existence.
Several techniques have been proposed by
researchers for  securing  electronic
communication. Initially, the cryptography
and steganography methods were used
separately. Widely used steganography
technique was image steganography. Here the
data will be hidden within the image.
Similarly, the commonly used cryptographic
method is LSB. This algorithm replaces the
least significant bit in some bytes of the cover
file to hide a sequence of bytes containing the
hidden data.

Then  combined  cryptography
steganography methods came into existence.
These two techniques share the common goals
and services of protecting the confidentiality,
integrity and availability of information from
unauthorized access. A data hiding system
that is based on audio steganography and
cryptography is in existence that secure data
transfer between the source and destination.
Audio medium is used for the steganography
and a LSB algorithm is employed to encode
the message inside the audio file.

The limitation of this system is that in addition
to low robustness, it is not immune to
manipulation. Messages can be extracted easily.
Also LSB is the most commonly used
steganography method .

1. THE PROPOSED WORK

Security protocols are a must for the
secret communication between two parties. Now
a days we need secrecy in all the electronic
communication areas like personal
communication, military purposes, financial
transactions, electronic  banking, medical
diagnosis etc. To attain security in these
communications, the commonly used techniques
are Cryptography and Steganography.

Cryptography ensure the security by
encrypting the plain text into *Cipher text’ form
by using cryptographic algorithms and secret
keys. The cipher text is send from sender to
receiver side. Unauthorized wuser cannot
understand the actual plain text message from
cipher text without knowing the secret keys. At
the receiver’s side, by wusing decryption
algorithm and secret keys the receiver decrypts
the cipher text and obtains the plain text/secret

message. Steganography ensure the security of
secrets by hiding them within the cover files. So
messages cannot be seen by the unauthorized
user. Steganographic algorithm embeds the plain
text into the cover files and obtains the ‘Stego
files’. These stego files are sending from the
sender to the receiver. The authorized receiver
knows that the secret is present in the stego file
and he can extract the actual message from stego
file using proper steganographic algorithms and
secret keys.

In this project, the features of
Cryptography and Steganography are utilized as
a single system. The main areas involved in this
system are Cryptographic algorithms and
Manipulation of cipher text. These two areas
should be managed properly by an efficient
cryptosystem. One of the most popular and
classical cryptosystem is RSA cryptosystem.
There are number of variants of RSA
cryptosystem,we find out some of them and list
out their properties and limitations. Finally most
of these limitations can be resolved using an
algorithm which uses Jordan’s Totient function
for the computations.

Iv. METHODOLOGY

The overall design of the proposed
system can be depicted as shown in Figure. Here
plain text is encrypted using RSA cryptosystem
and the obtained cipher text is processed with the
steganographic module. Steganographic module
takes cipher text and audio file as its inputs and
embeds the cipher text into cover file using echo
hiding steganography. Then, the obtained stego
file is send to the receiver. Receiver extracts the
stego file into cipher text and cover audio file.
The cipher text is decrypted using the decryption
algorithm of RSA cryptosystem and private key
of the receiver. The entire system consists of
Cryptographic module and Steganographic
module.
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a. Cryptographic Module
Cryptographic module shows the overall
design of the RSA cryptosystem using Jordan
totient function and it consists of following
components.

1 Jordan’s Totient Function computing:
This module computes the value of
Jordan’s Totient function based on the
user input. In this stage user input are set
of prime numbers and the generalizing
index of Generalized RSA cryptosystem.
The generated value is required for all the
sub modules such as Key generator,
Encryptor, and Decryptor.

o0JK(N)=NK [[Pm(1-P—-K) Where K, N

are positive integers

2 Key Generator: Key Generator is the
module which generates the public key
and private key for decryption and
encryption. Select a random integer E
such that, o gcd (E, JK(N)) = 1, where 1
<E<JK (N), E=M mod JK(N)

Select integer D such that, ED = 1 (mod JK

N)) ie.,

oD =E —1mod JK (N) where 1 <D < JK (N)

3 Encryption: Encryption module performs
the encoding of plain text with public key.
Output of encryption process is the cipher
text. This cipher text is in unreadable form
and Decryption process is required to
make it readable. Given a public-key (JK
(N);E) and a message M compute the
cipher text

0 C=M * E mod JK(N)

4 Decryption: Decryption module performs
the decoding of cipher text with private
key. Only the intended receiver can
decrypt the cipher into readable plain text.
Given a private-key (JK (N), D) and
cipher text C, compute the message o M =
C * D mod JK (N)

5 Numerical assignment: This module
assigns the numerical values to the
characters. Since the public key
cryptography is based on the
mathematical functions, it is necessary to
assign numerical values to characters
before encryption.

6 Inverse Numerical assignment: This
module performs the inverse mapping of
numerical to character assignment. It is
necessary after the decryption.

b. Steganographic Module

After the encryption process the generated
cipher text is in text format. Even though its
syntax and semantics are different from the
natural languages, the intruder can assume the
presence of something secret in cipher text and
he can try for the actual message. Here we use
the assumption that hiding data is better than
sending it as shown as encrypted. So we use echo
hiding steganography for data hiding. This
algorithm is an enhanced version of LSB
technique. Since the original LSB which is quite
vulnerable, most common and well known
method, hackers can easily try this method to
retrieve the message.

Echo hiding method embeds data into audio
signals by introducing a short echo to the host
signal. The nature of the echo is a resonance
added to the host audio. Therefore, the problem
of the HAS sensitivity to the additive noise is
avoided. After the echo has been added, the stego
signal retains the same statistical and perceptual
characteristics. The primary objective of
steganography is to avoid drawing attention to
the transmission of hidden information. If any
attacker or hacker noted any changes in the stego
file, then he can try for the inner contents. So the
quality degradation of stego file should be
prevented.

V. RESULT AND CONCLUSION

The entire system consists of Cryptographic
module and Steganographic module.
Cryptography distorts the message and
Steganography hide the existence of the
message. Here we expect to provide secure
communication. Sender and receiver should
exercise an efficient technique to convert
original plain text message to an unintelligible
format to everyone except the intended receiver.
Here plain text is encrypted using RSA
cryptosystem and the obtained cipher text is
processed with the steganographic module.
Steganographic module takes cipher text and a
audio co file as inputs and embeds the cipher text
into cover file using echo hiding steganography.
Then, the obtained stego file is send to the
receiver. Receiver extracts the stego file into
cipher text and cover audio file. The cipher text
is decrypted using the decryption algorithm of
RSA cryptosystem and private key of the
receiver.

ISSN (PRINT): 2393-8374, (ONLINE): 2394-0697, VOLUME-5, ISSUE-3, 2018



INTERNATIONAL JOURNAL OF CURRENT ENGINEERING AND SCIENTIFIC RESEARCH (1JCESR)

< Figure 1 - ] <
File Edit View Inset Tools Desktop Window Help ~
DEdS | M| RX[ITDRA- S| 0B | =

Input audio

0.2

File Edit View Insert Tools Desktop Window Help -
R LIDE LS| 0E | am

stego audio

% 10%

Combining Cryptography and
Steganography in communication can
enhance the security. RSA along with Jordan
Totient Function reduces the requirements of
RSA cryptosystem such as the requirement
exponential computations for encryption and
decryption. For the same set of prime
numbers, it provides better key size and
message space size than the conventional
RSA. It is faster than RSA in the case of
encryption and decryption. By combining
Cryptography and Steganography and
utilizing their features in the combined
manner we can enhance the security of secret
data communication. The work done in this
project provides basis for future research in
steganography and can be extended in several
ways. One possible extension is to use cover
video files for echo hiding steganography
without degrading the quality of video. The
possibility and the impact of such work needs
to be investigated.
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