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Abstract 
Manual mistakes are made in our healthcare 
systems more and more now a days because of 
the records being mixed up, medical charts 
are confused among patients; the wrong 
medication is given to the wrong patient. 
Healthcare biometrics refers to biometric 
applications in doctors’ offices, hospitals, or 
for use in monitoring patients. It consists of 
access control, identification of patients and 
patient record storage. Biometrics has 
revolutionized the healthcare industry; 
devices can take unique information about 
you from your eye, your hand print, or your 
thumb print and use it to identify you. This 
information can be used to ensure that you are 
who you say you are, and you have permission 
to be working with the healthcare information 
you are trying to access. The proposed work 
focuses on analyzing the various Biometric 
approaches and algorithms and to generate an 
efficient Biometric fusion of hand and finger 
vein method to improve the performance such 
as time complexity, reducing missing and false 
minutiae from various sources in health care. 
Keywords: Biometric security, biometrics, 
multi touch gestures, health care, patient 
record 
 
INTRODUCTION 
Biometrics is typically used for multi-factor 
authentication[1]. Multi-factor authentication 
combines at least two of the following: 
something you know (password), something you 
have (token) and something you are 
(fingerprint). Biometric authentication covers 
everything in that last category: finger vein 

approach, voiceprints, iris scans, handwritten 
signatures, and so on[2].  

Most of the devices, so far can be combined 
with a biometric scanner such as a fingerprint 
scanner or an iris scanner[3]. Use of biometrics 
authenticate the user to the device rather than the 
authentication server. A positive biometric 
identification unlocks the device’s functionality; 
the device still needs to generate some form of a 
cryptogram to prove the identity to the server[4]. 
For example a standard chip card reader comes 
with a numeric keypad which allows users to 
enter a PIN and authenticate themselves to the 
chip card before a cryptogram is generated. The 
PIN pad can be replaced with a more user 
friendly fingerprint scanner. While easy to use, 
futuristic and fashionable, biometric sensors are 
still relatively expensive and increase the cost of 
a two-factor authentication device[5]. 

Biometrics authentication is used in 
computer science as a form of identification 
and access control. It is also used to identify 
individuals in groups that are under surveillance. 

The development of biometric multi-touch 
technology opens up an opportunity for new 
authentication techniques that go beyond text 
passwords. A biometric modality results from 
variations in movement characteristics of the 
fingertips. Multi-touch has allowed users to 
seamlessly communicate with devices using 
natural and fluid interaction. Although multi-
touch interfaces are changing the manner in 
which the user can interact with computing 
devices[6]. 

One key advantage of biometric gesture 
based user authentication schemes compared to 
other well-known biometric modalities for user 
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authentication is revocable. When a gesture is 
compromised or no longer effective, it can be 
replaced by another gesture. A gesture is defined 
as either a static palm gesture or dynamic palm 
gesture depending on whether or not a user’s 
palm is moving while executing the gesture[7]. 
Second, a gesture is defined as parallel, close, 
open, or circular, depending on the movement 
pattern of the fingertips. Lastly, a gesture is 
defined as either all fingertips moving or a proper 
subset of fingertips moving depending on the set 
of fingertips being moved while executing the 
gesture[8]. 

 
SUBJECTS AND METHODS 
Image Acquisition 
The patient records are accessible by the use of 
biometric device. It is the straightforward and 
simple method, enabling faster authentication 
and access to patient records in times of 
emergency.  
Pre-Processing  

The biometric multi-touch gesture is a 
time series of the set of x-y coordinates of finger 
touch points captured as the gesture. Each set 
consists of multiple touch points, each from one 
fingertip. The system pre-process multi-touch 

gesture data by relabeling each and every touch 
point using simple polygon rule[9].  
Feature Computation 

A set of features is computed from the 
sorted set of touch points using pair-wise 
Euclidean distances between the points. The 
feature set is robust to translation and rotation 
caused by differences in a hand’s position and 
orientation. The system derives rotation and 
translation invariant features to represent the 
gesture. 
Distance Function 

The distance between two biometric 
multi-touch gestures is computed using an elastic 
distance function, namely dynamic time warping 
(DTW). DTW is a well-known matching 
algorithm to measure similarity between two 
time series[10]. It may have different lengths and 
time deformations. Piece-wise linear mapping of 
the time axes to align the two sequences while 
minimizing cumulative warping cost. 
Score Calculation  

A dissimilarity score is finally calculated 
from these pairwise distances. At the end, the 
biometric multi-touch gesture is accepted if and 
only if the dissimilarity score is less than a pre-
defined threshold. 

RESULTS  
Image Acquisition 
In hospital, to capture the input image using biometric device. The biometric multi-touch gesture 
image is shown in figure 1. 

 
Figure1. Input Image 

Pre-Processing  
Each input set consists of multiple touch points, each from one fingertip. For the three touch point 
sets, initialization is done by sorting the touch point set, either the first set or the last set. Once the 
touch points are sorted, the highly visible points are traced. It is shown in figure2. 
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Figure 2. Preprocessing 
Feature Computation 
A set of features is computed from the sorted set 
of touch points using pair-wise Euclidean 
distances between the points. With the values of 

touch point set and tracing points, the feature sets 
and the final features are calculated. The final 
features are then computed with the user features 
which is shown in figure3.  

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure3. Feature Computation 
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Distance Function and Score Calculation 
The distance between two biometric multi-

touch gestures is computed using an elastic 
distance function, namely dynamic time 
warping. DTW is a well-known matching 
algorithm to measure similarity between two 

time series. It may have different lengths and 
time deformations. A dissimilarity score is 
finally calculated from these pairwise distances. 
At the end, the multi-touch gesture is accepted if 
and only if the dissimilarity score is less than a 
pre-defined threshold can be shown in figure4

. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure4. Distance Function and Score Calculation 

 
DISCUSSION 
As biometric patient identification and 
authentication systems continue to improve, one 
can expect to see more multi-touch gesture 
authentication solutions that combine multiple 
modalities for patient identification such as hand 
and finger vein approach. This provides 
healthcare with additional tools to accurately 
identify patients in the event of injury or trauma.  

In this phase of authentication, the user is 
requested to get the input such as unique id, 
security pin and fingertips. The biometric multi-
touch gesture is accepted if and only if the 
dissimilarity score is less than a pre-defined 
threshold. Then click process image button an 
open the patient details which is shown in figure 
5. 
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Figure5. User Authentication 
 

CONCLUSION  
This article proposes and evaluates biometric 
multi-touch gestures for user authentication on 
touch devices. The results show that multi-touch 
gestures have the potential for developing new 
patient authentication techniques. In terms of 
usability, the results show strong correlation 
between positive user experience, in terms of 
ease of use, pleasure, and excitement, and 
biometric performance of the gestures. To 
improve privacy and security measures, to install 
biometric access controls to verify medical 
personnel’s identities and increase efficiency. 
Due to password authentication process, hospital 
officials have difficulty accurately tracking 
access to its sensitive data networks. Passwords 
can be cumbersome and oftentimes personnel 
would stay logged in to avoid having to manually 
type a password each time they needed to access 
patient information thus, making it difficult to 
track who had accessed information. Biometric 
technologies are defined as automated methods 
of identifying or verifying the identity of a living 
person based on unique biological (anatomical or 
physiological) or behavioral characteristics. 
Biometrics can provide very secure and 

convenient verification or identification of an 
individual since they cannot be stolen or 
forgotten and are very difficult to forge. 
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