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Abstract

The internet of things (loT) enabled a
common operating picture (COP) across
the various applications of modern day
living. The COP is achieved through the
advancements seen in wireless sensor
network devices that were able to
communicate through the network thereby
exchanging information and performing
various analysis. In 10T, the exchange of
information and data authentication is
only done through the central server there
by leading to the security and privacy
concerns. Chances of device spoofing, false
authentication, less reliability in data
sharing could happen. To address such
security and privacy concerns, a central
server concept is eliminated and
blockchain (BC) technology is introduced
as a part of 10T. This paper elaborates the
possible security and privacy issues
considering the component interaction in
loT and studies how the distributed ledger
based blockchain (DL-BC) technology
contribute to it. Applications of BC with
respect to focused sectors and category
were clearly studied here. Various
challenges specific to 10T and loT with BC
were also discussed to understand
blockchain technology contribution.
Keywords: The Internet of Things; loT
Security; Challenges in 10T; Blockchain
Technology; Applications of Blockchain
Technology; 10T-BC; Central Server in
10T, Anomaly based algorithm;
Classification algorithms; Data
communication; Denial of service attack;
Intrusion detection; Cyber Security; Cloud
Security; Network; Cyber; Cyber Threats;

Threat Analysis ; Information Security; Data
security.

1. Introduction

The Internet of Things (IoT), an evolutionary
technology that raised and gained huge scope in
the science and engineering applications solving
problems without the intervention of human-
human work force. It enables mostly smart work
force i.e. creating an interaction between human to
machine, machine to machine. The internet of
things (1oT) enabled a common operating picture
(COP) across the various applications of modern
day living [1-11]. The COP is achieved through
the advancements seen in wireless sensor network
devices that were able to communicate through
the network thereby exchanging information and
performing various analysis.

From this point one must clearly understand that
IoT is not a single technology, it is a combination
of multiple technologies that would work for the
smart ness achievement. These technologies
include communication technology, information
technology, electronic sensor and actuator
technology, and the trending advancements in
computing and analytics [12-19]. The integration
of all such technologies could make it complex
and difficulty in handling when working on wider
and large application point of view. The complex
scale  of  device integration, network
interconnection, and distributed nature of the
things in 1oT gives a scope for central server
concept where all the things or the devices would
compulsory relay on it for authentication.

In this case the interconnection between the
devices would become unreliable allowing the
data sharing with false authentications or allowing
device spoofing leading to insecure data flow. For
clear understanding of the problem concerned
with 10T [20-32], one can refer to the views of
Gartner expressed in 2016 and International
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Telecommunication Union reports of 2015.
These two reports suggest that in future i.e.
by the end of 2020, twenty billion physical
things could connect to the internet and
operate as a single network under IoT.

This statement suggests that 1oT could be
become much more complex in the coming
future by connecting to a Network of
Plentiful Things (NPT) making a provision
for digital access. In such cases, the NPT
devices could obtain enormous amount of
information from the inclosing boundaries or
the application or focus environment. These
devices must communicate with the network
and software defined computing and analytics
platform, and this process is completely done
through internet and leading to a point of
central server storage. This communication
results in the rich interactions between the
things and network 0T architecture giving a
scope for huge data generation allowing the
reliable and trustworthy services over the
wide area network of things through the

Centralized Data Management Servers
(CDMS).
Here, reliability and trustworthiness in

providing services could not be done in fully
secure manner. Chances of security and
privacy issues with the data is possible and it
is due to the due to the sensitive ness of the
things that are interconnected among them as
well as the network. More provision and
chances exist for reveling the sensitive
aspects of the data to outside world (outside
of the communicating network or NPT)
through the false authentications, device
spoofing. This leads to the various security
and privacy issues in loT making it as a
challenge to encounter.

To address the security and privacy issues in
IoT, we can eliminate centralized
maintenance of the NPT produced data and
thereby introducing the new Distributed
Ledger -based technology called, a
blockchain technology. This paper focuses on
the blockchain technology in loT by
analyzing the possible data interruptions and

security concerns during the loT component
interaction. The organization of this is structured
in four sections. In section-2, various possible
issues and challenges in loT are identified. In
section-3, a study of blockchain is undertaken to
identify whether it could address these issues in
IoT or not. Finally, the is concluded with the
outcomes of BC in 10T and future scope of BC in
various possible ways is briefed.

2. Issues and Challenges in loT

Even though, 10T has several benefits and able to
solve wide range of problems in various sectors,
still the challenges exist. These challenges might
be in the form of overcoming the security issues,
privacy concerns etc [33-44]. This section briefly
explains the various possible issues by
considering the study on the loT component
interaction.

2.1. Challenges in loT

Mostly the challenges in 10T are related to the
security and privacy concerns. Apart from these,
few other challenges are interoperability, lack of
standards, legal challenges, regulatory issues,
rights issues, emerging loT economy issues, and
other developmental issues. A report on 0T issues
and challenges by The Internet Society (ISOC)
prepared by Karen Rose et al. 2015 suggests
various possible issues and how they were raised.
Summary of these issues and challenges were
described in Table 1.

2.2. Security and Privacy Issues in 10T: A View
from 10T Component Interaction

In 10T chances of arising issues in seven different
ways were clearly stated in Table 1. The resulting
challenges of such issues are also stated. Here, to
make it clearer on the various issues related to
security and privacy aspects, lIoT component
interaction study is considered. Three major
components of 10T are the Things with Networked
Sensors and Actuators (TNSA), Raw Information
and Processed Data Storage (R-1P-DS), Analytical
and Computing Engines (ACE). The interaction
between these three 10T components were studied
briefly to point out the chances of arising security
and privacy issues.
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Table 1. Issues and challenges in IoT

Issues Challenges

Femarks

Security issues Design practices
Cost vs. security trade offs
Standards & metrics

Confidentiality, authentication &control

Field upgradeability

Shared responsibility

Regulation

Device obsolescence
Privacy concerns Fairness in data collection and use

Transparency. expression & enforcement

Wide-ranging privacy expectations

Privacy by design

Identification

Interoperability Proprietary ecosystem& consumer wish

issues

Technical and cost constraints
Schedule risk

Technical risk

Device behaving badly

Legal system

Configuration

IoT standards issue  Proliferation of standards efforts

Legal, regulatory.
rights issunes

Data protection & cross border flow

Discrimination in data

Aid to Law enforcement & public safety

Device hiability

Device proliferation as per legal actions
Emerging Investments
economy issues

Developmental Infrastructure resources

issues

Technical and industrial developments

Policy and regulatory co-ordination

Lack of resources in train future generations about secure IoT design
Lack of informed decisions over cost-benefit analysis of [oT
Lack of standards and metrics to identify the security in [oT devices

Lack of optimally controlled role in IoT device communication
meodels to prevent threat of hijacking and cyber attacks

No sufficient information eon maintainability and upgradeability
issues. This is based on the expected life of IoT devices in a network.

Could [oT security is achieved with shard collaborations.

IoT device or software developing without the security laws
Limited implications on replacing the old and undesirable devices
Lack of strict ules against data collection and use

Lack of mmiti-party models that enable transparency. expression and
enforcement

Lack of privacy protection models for IoT and inability to recognize
the privacy expectations of users

Limited resources to develop IoT devices integrating with trained
privacy principles
Lack of protection against the data collected by IoT devices

Lack of closed ecosystem concept in data collection format and reuse
as per user choice. Individual security keys and protocols could be
implemented.

Limitations to the technical resources and investments

Chances of outpacing the interoperability standards

Less awareness over the technical design risk protocols

Lack of documented standards for best design practices.
Standard legal systems for maintainingloT device compatibility

Lack of standard configurations for interfacing large number of IoT
devices

Less efforts in developing standards and protocols

Less developments in data sharing and trust policies. laws, and
regulation

Lack of laws on using the IoT data in discriminatory way

Lack of laws on the IoT data for using to fight against the crime.
Laws against the liability 1ssues of [oT devices

Confederation of complex liability during IoT device operation

Limited investments in IoT research and developmental activities both
in developed and developing countries

More burdem or pressure on  internet and communications
infrastructure across the globe. Limited activities in strengthening the
internet and commumnication infrastructure.

Limited study to evaluate the technical and economic benefits of IoT
in emerging economic countries

Less awareness on the pelicy plans with the continuous of growth of
IoT

Fig. 1 shows the schematic interaction view
between TNSA, R-IP-DS, and ACE. From
the interaction point of view, data flow will
start from the data collection unit i.e.
typically some things with networked sensors
and actuators to information processing and
storage unit i.e. typically raw information
processing and data storage in the form of
report states. During this process chances of
losing, mishandling of the data occurs making
the data flow process not 100%.

This data must flow through the internet with
some protocols and chances of misleading or
misinterpret the protocols with the help of
external influence is highly possible, for
example, hackers can control the data process

flow. During the second interaction between the
R-1P-DS and ACE, the computing engines can be
hacked or taken control by external users. In this
case chances of analysis interruptions exists.

The third interaction is between the ACE to
TNSA, here the feedback as per the computing
algorithms must be sent and accordingly the
things to should act. Here also chances of hacking
and negative control over feedback loop is
possible. Apart from interactions between these
three components, in each individual component
also chances of losing the data occurs by means
wrong protocols. Hence, there is huge scope for
the security and privacy concerns in 10T, this even
might be a serious problem in large scale loT
implementation.
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Fig. 1. 1oT component interaction

3. Could Blockchain Technology Can be a
Remedy?

Yes. The blockchain technology would be
one of the remedy for addressing the security
and privacy issues in 10T. This is because, the
blockchain technology eliminates the central
server concept of 10T and allows the data to
flow through the blockchain distributed
ledger for each transaction with appropriate
authentication.

3.1. Blockchain Technology

Blockchain technology evolved with the success
seen in the cryptocurrency named Bitcoin. BC
technology is behind the development of Bitcoin
and is the key part. Blockchain is ledger-based
tamper proof technology that allows various use
cases in wide range of applications (refer to
section 3.3).
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In general, the BC represents a continuously
maintained and  controlled  database
considering growing factors and collected
data sample sets. The key elements of BC are
participant created transactions, and the
recorder blocks of such transactions. Here,
the recorder block checks whether,
transaction details were maintained in the
correct sequence or not. This does not allow
any tampering of the data available. If the
recorded data must be maintained in
sequential order, the need for chain approach
arises. This maintained transaction was
shared with the network of participated
nodes. This eliminates the concept of central
server by identifying each node that is
participated in the transaction sharing process
by using the cryptography. This allows the
secure authentication.

3.2. Blockchain Technology Solution to 10T
Blockchain technology would give better
solution to the problems faced by IoT
systems. In the growing scenarios of loT
systems, there are more chances for having
increased number of interacting things or
devices in it. These increased number of
devices will try to interact with each making
internet as a medium. This would lead to
many hurdles because, in 10T systems, mostly
the collected data is maintained in the central
servers. If the devices want to access the data
they have to interact using the centralized
network and the data flow will happen
through the central server, this process flow is
clearly depicted in Fig. 2. But the growing
needs of loT and its applications were
portraying 10T as large-scale systems with
integration of advanced technologies. In such
large-scale 10T systems, the centralized server
will not be an effective approach.

Most of the IloT systems, that are
implemented as of now are relaying on
centralized server concept. In 0T systems,
the sensor devices collect the information
from the focused things and allow the data
transmission to the central server by means of
wired/wireless network refereeing as internet.
From the centralized server, analytics were
performed as per the user requirements and
convenience. In similar, the large scale 10T
system wishes to perform the analysis,
processing capabilities of existing internet
infrastructure may not support effectively.

For handling the huge data processed in large
scale 10T systems, there is a need for increasing
the internet infrastructure.

One best way to solve this is to have decentralized
or distributed networks where “Peer-to-Peer
Networking (PPN), Distributed File Sharing
(DFS), and Autonomous Device Coordination
(ADC)” functions could be capable . Blockchain
can carry out these three functions allowing the
loT systems to track the huge number of
connected and networked devices. BC allows the
IoT systems to process transactions between the
devices in co-ordination. BC will enhance the
privacy and reliability of 10T systems making it to
be robust. BC allows a peer to peer messaging in
faster way with the help of distributed ledger as
shown in Fig. 2.

The data flow process in 10T with BC technology
is different from only 10T system. In loT with BC,
the data flow is from sensors-network-router-
internet-distributed blockchain-analytics-user.
Here, the distributed ledger is tamper proof which
does not allow in misinterpretation, wrong
authentications in data. BC complexly eliminates
the Single Thread Communication (STC) in loT
making the system more trust less. With the
adoption of BC in loT, the data flow will become
more reliable and secure.

Blockchain technology have the following
advantages for large scale I0T systems, they are as
follows:

Tamper proof data

Trust less and peer to peer messaging possibility
Robust

Highly reliable

More private data

Records the historic actions

Records data of old transactions in smart devices.
Permits the self-directed functioning
Distributed file sharing

Elimination of single control authority
Cost reduction in developing huge
infrastructure

Built in trust

Accelerate transactions

Few of the works from the literature is discussed
here to understand the role of blockchain in IoT:
Studies conducted a systematic literature survey
for investigating the possible case uses and
applications of blockchain in I0T. Also identified
the factors that affects the systems in terms of
“adaptability, anonymity, and integrity”. The

internet
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study also suggested the applicability of BC
in 10T as the scalability of cryptocurrency has
seen growth in more secure way. Studies have
considered on the cloud and fog platforms to
identify which platform would be better for
the BC deployment in 1oT. It was suggested
that the deployment of BC will add a great
value for the 10T systems to be realistic on a
large scale. Also suggested a factor i.e.
Network Latency (It is the identified to be
dominant factor) that would help us to
understand which platform to be used.
Among the cloud and fog platforms, the fog
platform seems to be outperforming.

Studies proposed a new method for managing
the networked 10T devices or things in BC
computing platform using the Ethereum
account.

Studies considered the applicability of
blockchain in 10T for addressing the security
and privacy concerns by considering a case
study on smart home. They have discussed
the applicability of BC in 10T by considering
various procedures and transactions of
components in smart home tier.

Table 2. Sector wise applications and use of blockchain technology

3.3. Applications of Blockchain Technology
Similar to 10T, the blockchain technology has
wider applications, and can be used in various
sectors like agriculture, business, distribution,
energy, food, finance, healthcare, manufacturing,
and other sectors. Among these sectors,
blockchain is used various cases that are clearly
represented in Table 2. Category based
applications of blockchain where it is used various
cases that are clearly represented in Table 3.

3.4. Challenges in Blockchain Technology
Integrated loT

Even though Dblockchain technology when
integrated with 10T could overcome the privacy
and reliability concerns of 1oT. However, the BC
technology is also having some limitations
making it as a challenge. These challenges include
the limitation with the ledger storage facility,
limited developments in technology, lack of
skilled workforce, lack of proper legal codes and
standards, variations in processing speeds and
time, computing capabilities, and scalability
issues. These challenges were clearly represented
and described in Table 4

product warranty information,

Sector Application area or the use

Agriculture Soil data, processing records related to agriculture data, shipping of agro-products, sales and
marketing data of agro-seeds, yields ete., growth.

Business Import and export data, digital records by software industries, transaction processing data, and
all other which has the value for finance.

Distribution Transport records, storage records, sales records, marketplace, digital currencies, mining chips,
used goods and sales.

Energy Energy generation data, energy raw material data, resource availability, energy supplier and
demand data records, tariff data maintenance. supply on demand. tracking of resources,
condition maintaining of the utility.

Food Food packing data, food delivery and shipping data records, food online ordering and
transaction data, food quality assurance data.

Finance Currency exchange, money deposit, money transfer, crowd funding, smart securities, smart
contract, social banking, digital transaction assets, cryptocurrency.

Healthcare Genome data, electronic medical records. digital case reports, digitalizing old medical data,
prescription records, information system at hospital, healthcare costs, vital signs.

Manufacturing Product assurance, product guarantee information,
manufacturing management, robotics, sensors/actuators, product production data, packaging
data, product delivery transaction data, supplier and components or raw matetial tracking.

Others Digital content, economy sharing, artwork, ownership, jewels and precious metals, space

Smart city

Transport and logistics

developments, government and voting, virtual nations.

Smart service offerings, energy management data, water management data, pollution control
data. digital data, enabling digital transactions, smart data maintenance, smart transaction.

Transport records, good delivery and shipping data, logistics service identifiers, toll data
maintenance, vehicle tracking, shipping container tracking.

ISSN (PRINT): 2393-8374, (ONLINE): 2394-0697, VOLUME-9, ISSUE-3, 2022
94



INTERNATIONAL JOURNAL OF CURRENT ENGINEERING AND SCIENTIFIC RESEARCH (1JCESR)

Table 3. Category based applications of blockchain technology

Category Application area or the use cases

Artestation In most cases, a proof is required to show whether a document is true or genuine copy. This
act is mostly referred as attestation. Examples: Notarized copy. stamp proofed documents.

Currency In the process of creating digital currency. Example: Bitcoin, cryptocurrency.

Financial transactions

General

Identification

Intangible assets

Physical asset keys

Public and private records

Financial transactions include the records of various activities where the term money is
involved. Examples: Mutual funds, insurance records, stock, bonds, annuities, private equity,
pensions, crowd funding, derivatives.

This include various other possible transactions that were not categorized into any of the
others mentioned in the table 2. Examples: Third-party arbitration, escrow transactions,
multiparty signature transactions. and bonded contracts.

It refers to a sensible act or the process of recognizing something with the help of the certain
legal reports. Examples: Identity cards, passports. voter registrations, driver licenses.

Assets which does not have any physical substance or nonexistence in any of the physical
forms that supposed to be in nature. These include the intellectual property materials like
trademarks. domain names. brand recognition, reservations, patents, copyrights, goodwill.

Physical assets include variety of objects or things that are necessary for human living. In the
present era, these physical assets were locked for security and privacy concerns allowing
access to the concerned authority or in person. Examples: Office rooms, deposit lockers,
hotel rooms, house, automobile ete.

These records are the quite opposite to the intangible assets. Here these records are having a
physical form and they include land documents, property documents, business licenses,
vehicle registrations, birth certificates, death certifications under the public records. The
private records include contracts, loans, bets, signatures, trusts, escrows, and wills.

Table 4. Challenges in blockchain technology integrated with loT”

Name of the challenge

Description

Limitation with storage facility

Lack of skills in the field

Lack of work force (Skilled)

Legal issues

Variation in computing capabilities

Processing time

Scalability

In IoT ecosystem, the storage capacity required for sensors and actuators is very less
when compared to the ledger based blockehamn technology. In IoT a single central
server storage is facilitated, where as in BC, each ledger must be stored at the node
on themselves, This increase the storage size with time when compared to the
traditional storage seen in IoT devices.

Still the technology is new, many challenges are to be sought out to make it more
convenient,

Skilled force on this techmology is very nuich limited, this number is extremely less
when it is integrated with the concept of IoT. That means skilled work force who are
knowing about the blockehain integrated IoT concept is very less.

This technology does not have any legal codes to follow. This is one of most
challenging issue to be tacked.

As it a known faet that ToT systems are diverse and connected over vast network,
this becomes much more complex when the blockchain technology is integrated
with it. The need for mnning the encryption from all the things that are connected
blockchain based [oT system is essential. In such cases, all the algorithm for running
the encryption may not have similar computing capabilities.

When these computing capabilities are varying, the time required to perform the
encryption would vary leading to the variations in processing time.

This might lead to the centralization. If it becomes centralized the technic behind the
cryptocurrency like Bitcoin would be revealed.

4. Conclusion

This paper dealt with the various possible
security and privacy issues in loT. These
were identified based on the observations in
IoT component interaction. Blockchain
technology is identified as one of the
solutions for addressing the issues and
challenges in 10T. The scope for blockchain
integration with 10T is explained in the paper.
Also, the various possible applications of 10T
with blockchain ~ technologies  were
highlighted. As a final, challenges in 1oT with
blockchain technology are also identified.
Hope this paper would give basic idea to
understanding the need for blockchain in IoT.
This technology can be applied to wide range
of services in engineering fields. But the

exact implications for each technology has to be
studied clearly. Blockchain provides better
flexibility in accessing the data. Authors would
bring up the studies related to the potentials
implication in various fields with appropriate
demonstrative models.
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